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Phishing Scam Examples
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Swipe left to see some real cases'
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Unfamiliar sender or unknown sender’s email address
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From: eTicket - HSBC
SubjeCt: eSignIive : New document to be Signed

HSBC hereby invites you to digitally sign the following agreement documents.

Log in to view agreements and sign documents in an easy and secure way.

Go to documents
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o Request for personal/sensitive information
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B 2RI Source : https://www.hsbc.com.hk/zh-hk/help/cybersecurity-and-fraud/phishing/



S SmarTone 15:02
@ To I smartone[.]egift-claim.hk[.]Jgunaysigorta[.]Jcom[/]Jamount=452.67

QUICK PAY / RECHARGE ™=

FIND US @) ACCESSIBILITY @

CONSUMER BUSINESS CARRIER & WHOLESALE

SmarTone sent you 452.67
- MOBILE PLANS DEVICES TV & INTERNET DIGITAL PRODUCTS SUPPORT MY ACCOUNT

1 SmarTone

HKD. —
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Attractive awards Quick Claim Your Gift

YOUR SMARTONE ACCOUNT

Your SmarTone Gift is now available

Hll

Gift issue date 18-Nov-2022
Enter Your Mobile, Land line or Internet Number

Claim Before 25-Nov-2022

Gift Value HKD 452.67
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Urgent tone

What is and how to claim ?

We decided to send a little gift to all our customer of 452.67 HKD for 3

their loyalty to our program .
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The balance of the gift will be credited to your credit card in the next 24

hour, It will appear on your bank statement on the name "gift card from

SmarTone".

Ei3RiR Source: B EIMIREZF M HE /0 (HKCERT)

The credit balance can be used for personal use

iated with your account/s. Yo

To change your eBill email address as
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English ~  Register > Log On

Personal = Business | Global Banking and Markets | Global Private Banking

a4 HSBC Banking Borrowing Investing International Insurance Offers
A Accounts & Services Loans & mortgages Wealth Management Global Benefits Saving & Protection Exclusive Offers
Log on

@ Logintoview agreements and sign documents in an
easy and secure way.

Please enter your username [7]
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Continue

HSBC:You will not be able to
use your account. You have to T,
activate the new web security

Not registered for online banking? »

5ro2

E E— S z"‘" r 1 = ﬁi Questions
’m\ IEL‘I\ '“1E % "‘n ot a question? We're here to Find your nearest Branch and

elp you > ATM location >

Careers, media, investor and
corporate information >

1 elp & Support 9 Find a branch ‘ @ Frequently Asked ‘ @, About HSBC

See FAQs on our products >

Malicious shortened URL link

cy Policy Terms of Use Hyperlink Policy Terms and Conditions

|| B 2RI Source : https://www.hsbc.com.hk/zh-hk/help/cybersecurity-and-fraud/phishing/
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Malicious shortened URL link
BRI Source : https://htm.sf-express.com/hk/tc/news/detail/SFHK-Urges-
II Customers-to-Beware-of-Latest-Trick-in-Fraudulent-SMS-Messages/
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Phishing email or SMS will lure you into opening phishing websites
and get your personal/sensitive data!
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How to Identify a Phishing Website?

M58 IIB)7EREZ!

Swipe left for more details!
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Signs of a Phishing Website
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Similar domain name _ .
hxxps://www|[.]bochk-cn[.]Jcom/ '
2
<7 SendusaMessage Opening Hours %E% E E '“n HE ﬁ E
)‘\"\J info@bochk-cn.com 3 Mon - Sat: 7:00 - 18:00 Replication of |egltlmate site
The Strongest Bank

in Hong Kong and Asia Pacific

THE ASIAN BANKER'
‘ THE STRONGEST BANK
| IN "O\I(‘ K()V(' AND ASIA PACIFIC 2022

by balan

B iR3KIE Source: https://www.bochk.com/en/aboutus/fraudalert.html
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Signs of a Phishing Website
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Q & https w acct bochk-cn.com/s/onlh

&8 Bank Of China (Hong Kon... *

¥ &) 46 £5(5 ) e

BANK OF CHINA HONG KONG)
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Poor visual design

Bank Of China (Hong Kong) Limited Secure Online Banking
o You are logged out

4 = o =5\
Login SEFEIEA / SURER ] Can we help?

Intent to steal personal/sensitive data

Please enter your details below

» Just ask if you have
a question about any
aspect of Bank Of
China (Hong Kong) \._

Limited online
Your username: [ | CIRemember my username banking.

)m
Your password: | | Need help with vour login?
Forgotten your logon details
Online Support

Register, Activate or Re-set
Login timeout your account password.
To protect your personal information, your session will automatically timeout after 10 minutes of inactivity.

Register

B iR3KIE Source: https://www.bochk.com/en/aboutus/fraudalert.html
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Find Out the Phishing Websites!

oZiBEN BN {ER!

Swipe left to find them out!
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milar domain name
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4 D C A 8 ht /hkexnow.vip/app/#/ 8 https://www.hkex.com.hk/?sc_lang=zh-HK

i’ H K EX FExhange Contracts Second MyAssels Pledge Interest  IEO subscription D il e
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Replication of legitimate site

X + Netflix X +

@ https:/livraison.builderallwppro.com/de/net/login.php g D C (] @ https://www.netflix.com/hk-en/login

STRIVGA%
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CABLE GIpLs !

Einloggen e o Sign In

E-MAIL-Adresse oder Telefonnummer =8 : oy £ Email or phone number
Passwort S ¢ \ Password

Einloggen

Benutzerdaten merken Sie benotigen Hilfe? o5 Remember me Need help?
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New to Netflix? Sign up now.
This page is protected by Google reCAPTCHA to

ensure you're not a bot. Learn more < T e p

e

m Mit Facebook einloggen
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Poor visual design

www.apple.com-kor.cloud

@ iCloud

Sign to iCloud

Apple ID

Password

Keep me signed in

Forgot Apple ID or password?

Create Apple 1D | System Status | Privacy Policy
Terms & Conditions | Copyright @ 2020 Apple Inc. nights reserved.

Sign in with Apple ID

Apple ID ©

Keep me signed in

Forgot Apple ID or password? a

Create Apple ID

ERR Source: FHEERS
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Intent to steal personal/sensitive data

fedex-track.susl live : H S C fedex.com @ =
Fed ® shipping Tracking Support Account Fed Shipping ~  Tracking ~  Design&Print ~  Locations~  Support Sign Up or LogIn @ o\
® . o . .
FedEx™ Tracking : FedEx” Tracking Track Another Shipment

DELIVERED DELIVERY STATUS TRACKING 1D DELIVERED DELIVERY STATUS TRACKING ID

Satu rd ay Delay Delivery 775062204382 f ﬁ Friday Delivered ° 775062204382 /ﬁ

12/,17/2022 4108 B4 Get Status Updates .‘,‘/5/202,‘ at 11:37 am Cvom
’ PACKAGE RECEIVED BY FEDEX ) BRONDBY, DK
Signed for by: S.YNERGY CHOP Signed for by: SYNERGY CHOP .

& Obtain Proof of delivery IN TRANSIT &4 Obtain Proof of delivery PACKAGE RECEIVED BY FEDEX

OUT FOR DELIVERY Want updates on this shipment? Enter your email and we will do the rest!

IN TRANSIT
ABNORMAL YOUR EMAIL SUBMIT

RETURN TO LOGISTICS CENTER OUT FOR DELIVERY
INCORRECT ADDRESS, DELAYED
DELIVERY DELIVERED
12/17/2022 AT 19:8 KOWLOON BAY, HK

DELIVERED

‘ 11/5/2021 at 11:37 AM
Shipment facts

L View travel history

®
rify Billing Address

e delivery address is wrong, please update the correct delivery address as soon as possible to restore the package status Shlpment fa CtS

Full name [ Street Address 2 (OPT) ] @ Shipment overview

Street Address 1 ] TRACKING NUMBER 775062204382

SHIP DATE (3) 10/29/21

w { Select State vw { ZIP Code™ (OPT) ACTUAL DELIVERY 11/5/21 at 11:37 am

EiRIE Source: HEEIMRLEMFH P L (HKCERT)
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