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Beware of loT Security Risks

Enjoy Smart Living vt —
- o . The Internet of Things (loT) refers to any device which ﬁ“ Buy loT devices from reputable suppliers that put
- - .t : ;
a o .. . . connects to the Internet to send and/or receive data. As g emphasis on cyber security.

o G ,\ ' N technology advances, more home devices (e.g. surveillance A= Choose products with security functions that
, . / e ) cameras, lighting systems, air-conditioners, rice cookers, |DD_D—1('\75”pp°rt encrypted data transmission and can

. =u change default password at inital setup stage.

etc.) have been connected to the Internet and become part
. . of the loT. While loT devices make our lives easier, they also — Use a strong password (e.g. at least 8 characters
e come with cyber security risks. Therefore, we should be = contaiind gt pRetcass Ietters,. n.umbers g
characters) or two-factor authentication.
| X e aware of the security threats involved in using loT devices to
| & 4 \ | ' avoid falling victim to cyber attacks and even compromising Update firmware and software of loT devices
a S\ U = our personal data ) regularly to plug security loopholes.
s . o .

_— orTo\ Review network activities of the loT devices
C%() regularly. Disconnect unsafe devices from the

\I / ‘ & ° network until relevant problems are resolved.

®
GovCERT.HK , Y Choose products that suit your needs and
e rergenay Em‘;’;’g"e% f;ggsgm’:gam Hong Kong Police Force configure your devices properly, such as turning
Coordination Centre off unnecessary functions.
=

For details, please vi_sit:
www.cybersecurity.hk

Securely erase all sensitive data from the loT
= devices before disposal.




