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Hong Kong Computer Emergency Response Team Coordination Centre (HKCERT)
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Handled 15,010 cybersecurity incidents in the past year, marking a YoY increase of 66%
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Cybersecurity Alert Monitoring and Warning
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Cybersecurity Incident Reporting and Response
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Cybersecurity Defense Guidelines
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- Raising Cybersecurity Awareness
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Note: Figures measured in the past 12 months (June 2024 — May 2025)
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SMEs Cybersecurity

Connection Programme

* Cooperated with SME associations

* Organized cybersecurity seminars

* Published SMEs incident response guideline, downloads reach 2,600"‘
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HKCERT's Cybersecurity Services for SMEs
HKCERTZ P/ IR BV A L AR 75
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Enterprise Cybersecurity™®
Assessment Tool .
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Anti-Ransomware Webpag

All-Out Anti-Phishing
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HKCERT

HKCERT Advisory Group ‘ | ' SMS and Email Alerts L il | Cybersecurity training
Meeting (SME) s I and seminars
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Overall Incidence of Cybersecurity Attacks
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% of companies encountered Cybersecurity Attacks in past 12 months
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2024

% 69%

65%

69%

41% 41% 39%

2019 2020 2021 2022 2023 2024

71%

Corporates
XiE

Hong Kong Enterprise Cyber Security Readiness Index and Al Security Survey 2024 Copyright @ 2025 HKPC All rights reserved



Cybersecurity Service Providers Connect Programme

iR R iRt Em RS A El

Jd A dedicated website, providing a list of categorized and qualified cybersecurity service providers, to
connect providers with local enterprises or institutions, simplify the process of searching for
cybersecurity solutions, and jointly enhance the development of local cybersecurity ecosystems. W

0 0 -
Provider List Page m Provider Information Page Cybersecurity Resource

= Hub Page

Cybersecurity Solutions Guide / Quiz

* 4 Service Categories * Introduction, Services and Solutions

o Internet Security Solution e Contact Information

o  Cybersecurity Assessment Service

SME Cybersecurity Best Practices

e Successful Cases

o Managed Security and Incident
Response Service
Cybersecurity Training Service
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Four Service Categories

P9 K AR #55E Al

Internet Security Solution

It is designed to provide comprehensive protection during Internet use, to protect the security of o
W

businesses and individuals when using the Internet. These solutions include firewalls, encryption o

technologies, intrusion detection systems, and more. The purpose is to prevent cyber attacks and

data breaches and to ensure the security of information and systems.

Cybersecurity Assessment Service

Specialized companies that provide inspections and analysis designed to help businesses understand the security

status of their network systems. These services provide a comprehensive examination of an organization's network

infrastructure, systems and applications to identify possible vulnerabilities and security risks. Through these

assessments, organizations can receive recommendations for improvements to enhance their protection capabilities.

Copyright @ 2025 HKPC All rights reserved



Four Service Categories

P9 K AR #55E Al

Managed Security and Incident Response Service

Managed Security Services (MSS) and Incident Response Services (IRS) are cybersecurity solutions provided by third-party

providers specializing in helping organizations protect their systems from attacks and respond quickly to security issues. MSS

allows organizations to rely on a team of professionals to reduce management complexity and costs and ensure system security.

IRS is designed to quickly resolve issues and restore normal operations when systems or data are threatened, minimizing the

impact on business.

Cybersecurity Training Service

It aims to enhance the security awareness and competence of corporate staff, reduce the risks caused by i
human errors. Through regular training, enterprises can maintain the latest security principles and
establish a good security culture. In addition, the program also covers cybersecurity certification courses

to enhance individuals' professional skills in the areas of information technology and cybersecurity.

Copyright @ 2025 HKPC All rights reserved



Process Overview

A NE 5e

Self-Application
BE®HE

Service providers should select the appropriate cybersecutiry service category
| (multiple choices) according to their own circumstances for application (free

application fee), and submit the relevant materials as required before the deadline.

Qualification Review
BEifEZ

HKCERT is responsible for reviewing the supplier's compliance with the requirements

and checking all application materials.

Information Collection Qualified service providers are required to provide more information, including company

ERULE

profile, contact information, and success stories to display on the official website.

Website Publication

E-INE /L.\\7_R

After reviewing the information, a list of service providers will be published on the

website.

Copyright @ 2025 HKPC All rights reserved



Process Overview

A NE 5e

Service providers should select the appropriate cybersecutiry service category

Self-Application
01 BE®HE

(multiple choices) according to their own circumstances for application (free

application fee), and submit the relevant materials as required before the deadline.

1. Submit E-Form 3. Submit Supporting

RRMLEE R

2. Check Qualification 4. Documentation

Documents Review X {4 E#Z

R B

BXEREE

-

Quallflcatlon Review HKCERT is responsible for reviewing the supplier's compliance with the requirements

B8 EZ and checking all application materials.

Information Collection | Qualified service providers are required to provide more information, including company

BiUg e profile, contact information, and success stories to display on the official website.

Website Publication | After reviewing the information, a list of service providers will be published on the
B4 AR website.

Copyright @ 2025 HKPC All rights reserved



Requirements

2K

# | Required information Requirements

1

Company Name (in Chinese or English)

Cybersecurity Service Category
Company Website and Introduction

Business Registration Number (BRN)

Company Address

Total Number of Employees

Cybersecurity Technical Team Size

Project Experience in the Selected
Cybersecurity Service Category

1. Submit E-Form

R LERLER

The name must be consistent with the Business
Registration Certificate or Certificate of Incorporation

Multiple selections allowed across four major categories
Required Basic Information

Valid Business Registration Certificate

Office Located within Hong Kong

Minimum of 4 staff members

Minimum of 2 cybersecurity professionals

24 projects provided and completed in selected category
within the past two years (1 July 2023 — 30 June 2025)

Supporting Documents

Provide valid Business Registration Certificate (BR) and
Certificate of Incorporation (Cl)

N/A
N/A
Provide valid Business Registration Certificate (BR)

Provide relevant supporting documents, e.g. valid Business
Registration Certificate (BR)

Provide relevant supporting documents, e.g. Employees’
Compensation Insurance

Provide professional qualification certificates relevant to the
selected cybersecurity service category (If the team size exceeds
10 members, only 10 certificates are required)

Complete and submit Project Reference Form

Project Engagement Proof: Provide the corresponding Purchase
Order / Signed Agreement / Contract

Project Completion Proof: Provide the corresponding Payment
Record / Signed Delivery Note / Signed Project Completion
Confirmation Letter

Copyright @ 2025 HKPC All rights reserved



Requirements

2K

. pequiredinformation | Jrequremens T .0t bocuments

Company Name (in Chinese or English)

2  Cybersecurity Service Category
3 Company Website and Introduction

4  Business Registration Number (BRN)

5 Company Address

6 Total Number of Employees

7 Cybersecurity Technical Team Size

Project Experience in the Selected
Cybersecurity Service Category

-

The name must be consistent with the Business
Registration Certificate or Certificate of Incorporation

Multiple selections allowed across four major categories
Required Basic Information

Valid Business Registration Certificate

Office Located within Hong Kong

Minimum of 4 staff members

Minimum of 2 cybersecurity professionals

24 projects provided and completed in selected category
within the past two years (1 July 2023 — 30 June 2025)

2. Check Qualification

BXERESE

Provide valid Business Registration Certificate (BR) and
Certificate of Incorporation (Cl)

N/A
N/A
Provide valid Business Registration Certificate (BR)

Provide relevant supporting documents, e.g. valid Business
Registration Certificate (BR)

Provide relevant supporting documents, e.g. Employees’
Compensation Insurance

Provide professional qualification certificates relevant to the
selected cybersecurity service category (If the team size exceeds
10 members, only 10 certificates are required)

Complete and submit Project Reference Form

Project Engagement Proof: Provide the corresponding Purchase
Order / Signed Agreement / Contract

Project Completion Proof: Provide the corresponding Payment
Record / Signed Delivery Note / Signed Project Completion
Confirmation Letter

Copyright @ 2025 HKPC All rights reserved



Requirements

ZK
- Required information ' Supporting Documents

The name must be consistent with the Business Provide valid Business Registration Certificate (BR) and
Company Name (in Chinese or English) . ) o e . o .
Registration Certificate or Certificate of Incorporation Certificate of Incorporation (Cl)
2  Cybersecurity Service Category Multiple selections allowed across four major categories N/A
3 Company Website and Introduction Required Basic Information N/A
4  Business Registration Number (BRN) Valid Business Registration Certificate Provide valid Business Registration Certificate (BR)
. . o valid Busi
S o mpan T ees OiTea N ol Fens Ko Proylde r-elevant .sgpportmg documents, e.g. valid Business
Registration Certificate (BR)
i i g. E ’
6 Total Number of Employees Minimum of 4 staff members PIEVIERREEIS SIS COUMEMED G, EMATEEE

Compensation Insurance

Provide professional qualification certificates relevant to the
7 Cybersecurity Technical Team Size Minimum of 2 cybersecurity professionals selected cybersecurity service category (If the team size exceeds
10 members, only 10 certificates are required)

Complete and submit Project Reference Form

Project Engagement Proof: Provide the corresponding Purchase
Project Experience in the Selected 24 projects provided and completed in selected category Order / Signed Agreement / Contract

Cybersecurity Service Category within the past two years (1 July 2023 — 30 June 2025) S Comslaian e Frovil e asmaspending Pamant

Record / Signed Delivery Note / Signed Project Completion
Confirmation Letter

3. Submit Supporting

Documents

AR R X4

Copyright @ 2025 HKPC All rights reserved



Requirements

=R
[ ormaion__

Supporting Documents

Company Name (in Chinese or English)

2  Cybersecurity Service Category
3 Company Website and Introduction

4  Business Registration Number (BRN)

5 Company Address

The name must be consistent with the Business
Registration Certificate or Certificate of Incorporation

Multiple selections allowed across four major categories
Required Basic Information

Valid Business Registration Certificate

Office Located within Hong Kong

Provide valid Business Registration Certificate (BR) and
Certificate of Incorporation (Cl)

N/A
N/A
Provide valid Business Registration Certificate (BR)

Provide relevant supporting documents, e.g. valid Business
Registration Certificate (BR)

6 Total Number of Employees

7 Cybersecurity Technical Team Size

Project Experience in the Selected
Cybersecurity Service Category

Minimum of 4 staff members

Minimum of 2 cybersecurity professionals

24 projects provided and completed in selected category
within the past two years (1 July 2023 — 30 June 2025)

3. Submit Supporting

Provide relevant supporting documents, e.g. Employees’
Compensation Insurance

Provide professional qualification certificates relevant to the
selected cybersecurity service category (If the team size exceeds
10 members, only 10 certificates are required)

Complete and submit Project Reference Form

Project Engagement Proof: Provide the corresponding Purchase
Order / Signed Agreement / Contract

Project Completion Proof: Provide the corresponding Payment
Record / Signed Delivery Note / Signed Project Completion
Confirmation Letter

4. Documentation
Documents

AR R X4

Review X4 E#Z

Copyright @ 2025 HKPC All rights reserved




Sample of Supporting Documents

75 B SO

Valid Business
Registration
Certificate (BR)

&M% 2
FORM

@nacun) nstos) Certificate of 4
ATION C (Chapter 310)
mmmne S v Incorporation (Cl) €R)

Mrs Businoss i B R E B an AR ERSE
/RO ertificate i COMPANIES REGISTRY

E x
ORIGINAL

wir/ampman X X FORGEERAF
sesedg KXX DXX TRANSPORTATION COMPANY

Corporation

Branch Name
\ AAHLRY
| hereby certify that

TR X/F

Address XXX GLOUCESTER ROAD :
WANCHA | =
HK

REVER

Newrsotusoess  TRANSPORTAT 1ON Q} .

E3 13T INDIVIDUAL '

BUSINESS - B AR
el Ll g B » a
REGISTRATION NO. is this day incorporated in

* (

Status £ #
ERH N L H 0 OF (i 0% 22 0 %
m Date of Commaencemant Date Piry Foo and Lovy
VALID 01/04/2003 y“/ ( $2, Fﬁgg $2. 000)
PERIOD X" RER TE- S ¥
3 f ) I (SEE OVERLEAF FOR ENGLISN UiRsin Y = $600)

a3 M F

e A CERTIFICATE OF INCORPORATION
Business/ — A ~

the Companies Ordinance

2

* o )

i N

MTFRERBAFY ARZNCIER

LS Lo
B 702 BRE R 08 TR 195 O O 0 2 P I URT 0 O g L A

LA Py F R

AR QR 0 A 56 O N L 0 A - (S BT AR R 2 A RO

IROB 383871 ¥02/04/03 12345678 888888 CHQ $2,600.00 s

3. Submit Supporting

Documents

AR EIEX A

W8 M AL AL DOTRRAE T LSRR iIe e 3 F EN e e
IR A EW WS RIOTUR AR 1 A A LU A e
W12 W O RN SN U ey O N Y G 1 T AL 0 RN FRABUFRELNaHELR
W 1501) BRSNS RLACKE O & DT AT A0 NN - {45 10K 5,000 R 1 4 Miss
B 21 WML SN SRR R T 1 A S RO R R R Registrar of Companies

Hong Kong Special Administrative Region

PLEASE PRODUCE THIS CERTIFICATE AND DEMAND NOTE INTACT AT TIME OF PAYMENT. THIS DEMAND NOTE 3 Mok . .

WILL ONLY BECOME A VALID BUSINESS REGISTRATION CERTIFICATE UPON PAYMENT. LHZMALNERRAER  AXATHL TR ) LM R TR M H R LT
MDA G RRRMIGL - (H BT SO T4 5 il ‘

RECEIVED FEE AND LEVY HERE STATED IN PRINTED FIGURES. (Please see payment instructions overleaf.) ofa y name with the C Regisiry does not confer any trade merk rights

or any other intellectal property rights in respect of the company name or any part thereof,

4. Documentation

Review X4 E#Z

Copyright @ 2025 HKPC All rights reserved




Requirements

ZK
- Required information ' Supporting Documents

The name must be consistent with the Business Provide valid Business Registration Certificate (BR) and
Company Name (in Chinese or English) . . e o . - .
Registration Certificate or Certificate of Incorporation Certificate of Incorporation (Cl)
2  Cybersecurity Service Category Multiple selections allowed across four major categories N/A
3 Company Website and Introduction Required Basic Information N/A
4  Business Registration Number (BRN) Valid Business Registration Certificate Provide valid Business Registration Certificate (BR)
. . o valid Busi
S o mpan T ees OiTea N ol Fens Ko Proylde r‘elevant .sgpportmg documents, e.g. valid Business
Registration Certificate (BR)
i i g. E ’
6 Total Number of Employees Minimum of 4 staff members Provide relejvant supporting documents, e.g. Employees
Compensation Insurance

Provide professional qualification certificates relevant to the
7 Cybersecurity Technical Team Size Minimum of 2 cybersecurity professionals selected cybersecurity service category (If the team size exceeds
10 members, only 10 certificates are required)

Complete and submit Project Reference Form

Project Engagement Proof: Provide the corresponding Purchase
Project Experience in the Selected 24 projects provided and completed in selected category Order / Signed Agreement / Contract

Cybersecurity Service Category within the past two years (1 July 2023 — 30 June 2025) S Comslaian e Frovil e asmaspending Pamant

Record / Signed Delivery Note / Signed Project Completion
Confirmation Letter

3. Submit Supporting 4. Documentation
Documents »

Review X4 E#Z

Copyright @ 2025 HKPC All rights reserved
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Requirements

ZK
- Required information ' Supporting Documents

The name must be consistent with the Business Provide valid Business Registration Certificate (BR) and
Company Name (in Chinese or English) . . e o . - .
Registration Certificate or Certificate of Incorporation Certificate of Incorporation (Cl)
2  Cybersecurity Service Category Multiple selections allowed across four major categories N/A
3 Company Website and Introduction Required Basic Information N/A
4  Business Registration Number (BRN) Valid Business Registration Certificate Provide valid Business Registration Certificate (BR)
. . o valid Busi
S o mpan T ees OiTea N ol Fens Ko Proylde r‘elevant .sgpportmg documents, e.g. valid Business
Registration Certificate (BR)
i i g. E ’
6 Total Number of Employees Minimum of 4 staff members PIEVIERREEIS SIS COUMEMED G, EMATEEE

Compensation Insurance

Provide professional qualification certificates relevant to the
7 Cybersecurity Technical Team Size Minimum of 2 cybersecurity professionals selected cybersecurity service category (If the team size exceeds
10 members, only 10 certificates are required)

Complete and submit Project Reference Form

Project Engagement Proof: Provide the corresponding Purchase
Project Experience in the Selected 24 projects provided and completed in selected category Order / Signed Agreement / Contract

Cybersecurity Service Category within the past two years (1 July 2023 — 30 June 2025) S Comslaian e Frovil e asmaspending Pamant

Record / Signed Delivery Note / Signed Project Completion
Confirmation Letter

3. Submit Supporting 4. Documentation
Documents »

Review X4 E#Z

Copyright @ 2025 HKPC All rights reserved
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Sample of Supporting Documents

78 BH SO R

Members of the service providers' cybersecurity technical team should possess relevant professional qualifications and
hold at least one of the following certifications:

Certified Ethical Hacker (CEH)
Certified Information Systems Security Professional (CISSP)
Certified Information Systems Auditor (CISA)

Certified Information Security Manager (CISM) e o et

Offensive Security Certified Professional (OSCP) _

the credential of

Offensive Security Certified Expert (OSCE)

Certified Information Systems Se~rity Profe sional

CREST Registered Penetration Tester (CRT) e e O Yo e R o,
examination, subject to recertificatiol W 4 thre ye ‘s, thi individual is cnritleq to all of the
CREST Practltloner Secu rlty Analyst (CPSA) rights and privileges : s+ -iated w Y t. > de znat n,as 2fined in the (ISC)? Bylaws.
GIAC Penetration Tester Certification (GPEN) ’Mﬁ ;
Zach Tudor - Chairperson Certification Number

.o . . . (‘
Certified Information Security Professional (CISP) 7. CISSP = s 12022 - Do 31, 2024

. . . w . . . ” = ISO/IEC 17024 Certification Cycle
Service Providers in “Managed Security and Incident Response Services Yiannis Paviosoglou - Secretary I
category are required to hold: Certification to 1ISO 27001 Information (Ne

Verify Member is in good standing at:www.isc2.org/verify Printed On: 12/15/2021

Security Management

3. Submit Supporting

4. Documentation

Documents ' i
AR B Review X E1%

Copyright @ 2025 HKPC All rights reserved



Requirements

ZK
- Required information ' Supporting Documents

The name must be consistent with the Business Provide valid Business Registration Certificate (BR) and
Company Name (in Chinese or English) . . e o . - .
Registration Certificate or Certificate of Incorporation Certificate of Incorporation (Cl)
2  Cybersecurity Service Category Multiple selections allowed across four major categories N/A
3 Company Website and Introduction Required Basic Information N/A
4  Business Registration Number (BRN) Valid Business Registration Certificate Provide valid Business Registration Certificate (BR)
. . o valid Busi
S o mpan T ees OiTea N ol Fens Ko Proylde r‘elevant .sgpportmg documents, e.g. valid Business
Registration Certificate (BR)
i i g. E ’
6 Total Number of Employees Minimum of 4 staff members PIEVIERREEIS SIS COUMEMED G, EMATEEE

Compensation Insurance

Provide professional qualification certificates relevant to the
7 Cybersecurity Technical Team Size Minimum of 2 cybersecurity professionals selected cybersecurity service category (If the team size exceeds
10 members, only 10 certificates are required)

Complete and submit Project Reference Form

Project Engagement Proof: Provide the corresponding Purchase
Project Experience in the Selected 24 projects provided and completed in selected category Order / Signed Agreement / Contract

Cybersecurity Service Category within the past two years (1 July 2023 — 30 June 2025) S Comslaian e Frovil e asmaspending Pamant

Record / Signed Delivery Note / Signed Project Completion
Confirmation Letter

3. Submit Supporting 4. Documentation
Documents »

Review X4 E#Z

Copyright @ 2025 HKPC All rights reserved
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Sample of Supporting Documents

75 B SO

. Project Reference Form

HKCERT Cybersecurity Service Provider
Connect Programme Project Reference Form

Project Reference J5 E BB (#1) :

Client’s Company*:
FEFAH

Services Offered*:

Int tS ity Solutions T Bfdg%r S fign, =
RS R 58 [ tmermet Security Solutions Z1¥fHI %2 £:4#:7

[[] Cybersecurity Assessment Service 4848945y, #
["] Managed Security and Incident Respo. - Services % ¥ & B 8Bk i f55
[[] Cybersecurity Training Servic= 7487 "I FF

Service Provided (<100
Words)*:
HAEL IR (s 100

F)

Fields marked with an astensk (¥) are mandatory

3. Submit Supporting 4. Documentation

Documents ' i
AR B Review X E1%

Copyright @ 2025 HKPC All rights reserved



Requirements

ZK
- Required information ' Supporting Documents

The name must be consistent with the Business Provide valid Business Registration Certificate (BR) and
Company Name (in Chinese or English) . . e o . - .
Registration Certificate or Certificate of Incorporation Certificate of Incorporation (Cl)
2  Cybersecurity Service Category Multiple selections allowed across four major categories N/A
3 Company Website and Introduction Required Basic Information N/A
4  Business Registration Number (BRN) Valid Business Registration Certificate Provide valid Business Registration Certificate (BR)
. . o valid Busi
S o mpan T ees OiTea N ol Fens Ko Proylde r‘elevant .sgpportmg documents, e.g. valid Business
Registration Certificate (BR)
i i g. E ’
6 Total Number of Employees Minimum of 4 staff members PIEVIERREEIS SIS COUMEMED G, EMATEEE

Compensation Insurance

Provide professional qualification certificates relevant to the
7 Cybersecurity Technical Team Size Minimum of 2 cybersecurity professionals selected cybersecurity service category (If the team size exceeds
10 members, only 10 certificates are required)

Complete and submit Project Reference Form

Project Engagement Proof: Provide the corresponding Purchase
Project Experience in the Selected 24 projects provided and completed in selected category Order / Signed Agreement / Contract

Cybersecurity Service Category within the past two years (1 July 2023 — 30 June 2025) S Comslaian e Frovil e asmaspending Pamant

Record / Signed Delivery Note / Signed Project Completion
Confirmation Letter

3. Submit Supporting 4. Documentation
Documents »

Review X4 E#Z

Copyright @ 2025 HKPC All rights reserved
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Sample of Supporting Documents

75 B SO

Project Engagement Proof

Project Completion Proof

* Purchase Order OR * Payment Record OR
* Signed Agreement / Contract o Bank transfer record (receipts or invoices are
Yhkpc’ ==+l o POissue date OR not accepted)

Purchase Order Payment date

Comgany

66,000

Contract effective

3. Submit Supporting

Whether the payment amount is the same as

ol date
—— o Project ID the amount listed in the order or contract.
B o Project client name To verif
A o Service description y * Signed Delivery Note OR
e w oo aena || o Project amount whether the o Signed by the project client
o The contract project has o Note issue date
document should been o Whether the project ID and service description is
v be dulv siened b consistent with the order or contract
¥ SIgned by completed
both parties

* Signed Project Completion Confirmation Letter

o Signed by the project client

o Letterissue date

o Whether the project ID and service description is
consistent with the order or contract

4. Documentation

Documents Review X E1Z

AR R X4

Copyright @ 2025 HKPC All rights reserved



Process Overview

A NE 5e

01

Self-Application
BE®HE

Qualification Review
BEifEZ

Information Collection
BrflUa &

Website Publication

EHR AR

Service providers should select the appropriate cybersecutity service category
(multiple choices) according to their own circumstances for application (free

application fee), and submit the relevant materials as required before the deadline.

HKCERT is responsible for reviewing the supplier's compliance with the requirements

and checking all application materials.

Qualified service providers are required to provide more information, including company

profile, contact information, and success stories to display on the official website.

After reviewing the information, a list of service providers will be published on the

website.

Copyright @ 2025 HKPC All rights reserved



Process Overview

A TE Be

Service providers should select the appropriate cybersecutiry service category

Self-Application
SERH

(multiple choices) according to their own circumstances for application (free

application fee), and submit the relevant materials as required before the deadline.

Qualification Review | HKCERTIs responsible for reviewing the supplier's compliance with the requirements
BEIREZ and checking all application materials.

Information Collection Qualified service providers are required to provide more information, including company

ERULE

profile, contact information, and success stories to display on the official website.

Website Publication | After reviewing the information, a list of service providers will be published on the
= EFAV website.

Copyright @ 2025 HKPC All rights reserved



Information Collection & Display

BAMREERT

Qualified service providers
are required to submit
additional information for
display on the Provider List
Page, including:

Q Cybersecurity bbbl bbb by o .
Solutions " Solution Name

v

a & 1
Our.confldentl_al .24-hour . !« Brief Description
hotline offers incident renarting 1

response advice, and r
support, with internat
collaboration for cross

O Company Profile

BEERBREFNHAP O
% Q Hong Kong and 3 other(s)
HKCERT

------------------ Managed by the Hong Kong Productivity Council (HKPC), Hong Kong Computer Emergency Response Team Coordination Centre
(HKCERT) is the centre for coordination of computer security incident response for local enterprises and Internet Users. Its missions
are to facilitate information disseminating, provide advices on preventive measures against security threats and to promote
information security awareness.

Specialized in:

= Category of cybersecurity

Internet Security Solutions Managed Security and Incident Response Services SerViceS Offered
R e e e STmTmTmTomoosomosooooos i
- Year Of : Year Founded : : Technical Team Size Number of Employees :
1
Establishment! 2001 i i 5-10 >20 E = Company Scale
_______________ L




Information Collection & Display

BAMREERT

™~ Company Information

HKLERT Managed by the Hong Kong Productivity Council (HKPC), Hong Kong Computer Emergency Response Team Coordination

Centre (HKCERT) is the centre for coordination of computer security incident response for local enterprises and Internat

HKCERT Users. Its missions are to facilitate information disseminating, provide advices on preventive measures against security
threats and to promote information security awareness.
Internet Security Solutions HKCERT collaborates with local bodies to collect and disseminate information. and coordinate response actions. HKCERT is
also a member of the Forum of Incident Response and Security Teams [FIRST) and the Asia Pacific Computer Emergency
Cybersecurity Assessment Service Respense Team (APCERT). We exchange information with other CERT: and act as a point of contact on cross-border
security incidents.

Successful Cases

N
& enisain | |

L

Qualified service providers Website - = IR
are required to submit @  nreps:/ furwrwhkcert.org loT Security Guideline CYBER INCIDENT
o . . for Digital Signage - T
additional information for Linkedin ¢ f - e e
display on the Provider in company/hkeert /
Information Page, including: Facebook
€9 hkeert With the rapid development of digital display

O Com pany details Cyber attacks evolve rapidly as the costs and efforts required

panel technology, digital signage has become an

Office - . _ for hackers to launch attacks are decreasing due to the
Q Com pany Logo . important Iqternet of Thlngs [.IGT] demcu_e for development of automation and computing powers. This
O Contact Information HKPC Building, 78 Tat Chee modern businesses to disseminate public leads to increased cyber attacks targeting different
Avenue, Kowloon, Hong information and brand promotions. _— : - - . I
Kong organisations (including public or private, multinational
O Successful cases
a

Awards received



Process Overview

A NE 5e

. . Service providers should select the appropriate cybersecutiry service category
Self-Application

(multiple choices) according to their own circumstances for application (free

ase
SELS application fee), and submit the relevant materials as required before the deadline.

Qualification Review | HkcerTis responsible for reviewing the supplier's compliance with the requirements
EIREZ and checking all application materials.

Information Collection Qualified service providers are required to provide more information, including company

ERUE

profile, contact information, and success stories to display on the official website.

Website Publication | After reviewing the information, a list of service providers will be published on the

EIIHE /L.\\/_-R WebSite.

Copyright @ 2025 HKPC All rights reserved



Event & Process Timeline

s B R TR Re el vk

Wobsite Coft Lounch 1 Batch Providers Release " Cyborsorurity
ot RIS R E AT g el
BEfERSE & ML IEE AL EER S

0,0,0,0,C

Application Deadline Media Briefing &
EpiE#lIE HEA Website Official Launch
Service providers must submit all supporting HAEENE & L 1E T EXE)

documents within 14 working days; otherwise, their
application may be deferred to 2"9 batch of review.

Applications will be processed and published on a “first-come, first-reviewed,
first-published” basis, subject to the completeness of submitted documents.

FRESRGERIRE AR « KEZ ~ AR, RAEE - TLIRRXAHFNTEERAIIR
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Cybersecurity
Service Providers
Connect Programme

Empowering Entreprises Digital Defense,
Building Stronger Cybersecurity Ecosystem
ARAEIE BB E - R L F P e 7 ) )

It aims to connect local cybersecurity service providers with
enterprises and institutions through a dedicated platform. This
platform simplifies the process of finding cybersecurity solutions
and fosters the development of the local cybersecurity ecosystem.




an
Empowering Entreprises o

HKCERT
Digital Defense

Wé"’ﬁ%‘ﬂﬁ =

Easily Find Trusted Cybersecurity Services Enhance Cybersecurity Readiness
BRIE 2 Ol 38 BV AR Z IR 75 RS L hERE
The website showcases qualified and categorized service Through the website’s Cybersecurity Resource Hub Page, users
providers, helping businesses quickly identify suitable can access free tools, practical guides, and best practices to

cybersecurity solutions while saving time and reducing risk. strengthen their organization’s self-defense capabilities.



Building Stronger
Cybersecurity
Ecosystem

#ﬁﬁfﬁé i

HKCERT

Enhance Visibility & Expand Reach

Reach more potential clients through website
listings, media briefings, seminars, and promotional
channels supported by DPO and HKCERT.

Build Trust & Strengthen Connections

Qualified cybersecurity providers gain increased
credibility, while enterprises and organisations can
use the platform to identify reliable solutions.

Connect Resources & Foster Ecosystem

Collaborate and exchange ideas with industry
partners to jointly promote the development of
the local cybersecurity ecosystem.
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|
HKCERT

Q&A
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HKCERT

THANK YOU
o

@ HKCERT CONNECT Programme Coordination Team
@R HKCERTH:ENETE)/)\ A

Email %5 : sp-connect@hkcert.org
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