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$ gonjk --help

● Snacks Provider of BlackB6a

● Founding Member of BlackB6a

● Founding Member of HKUST Firebird CTF Team

● HITCON 2020 Speaker

● CISSP

● Pentester
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$ blackb6a --help

Black Bauhinia (blackb6a)

● Best CTF team in Hong Kong (self-proclaimed)
● Top 20 CTF Team in CTFTime

https://b6a.black

@blackb6a

@blackb6a

/team/83678
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CTFTime Record
(11 Dec 2023)



Quick Introduction to CTF
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$ ctf -help
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CSAW CTF, a Jeopardy CTF, has some of 

the best collegiate hackers in the 

nation

DEFCON CTF Finals, an Attack & 

Defense CTF, is widely considered the 

world cup of hacking



$ CTF --help

● A cybersecurity game where participants compete to solve challenges 

and get the hidden strings or files (flags)

● Participants have to submit flag to platform to score points.

● Participants have to accumulate the highest score within a given time 

limit (usually 48 hrs)
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$ CTF --real-life-correlation

● Gain hands-on experience in identifying vulnerabilities, securing 
systems, and defending against various types of attacks

● Helping participants stay up to date with emerging threats and 
countermeasures
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$  blackb6a --hosting-experience
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Summary of HKCERT 2023?
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From CTF to Pentester? 
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Recent Cybersecurity News in HK
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Hacker Attack Flow
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Protection?
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MITRE ATT&CK, MITRE D3FEND
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Cyber Defense Matrix
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Penetration Test
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OWASP Top 10
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Red Team Operation
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Similarity between CTF and Pentest

● Cybersecurity Focus:
Both CTF and Penetration Testing are focused on identifying and addressing 
vulnerabilities in computer systems, networks, and applications.

● Skill Requirement:
Both activities require a strong understanding of cybersecurity concepts, 
programming, and various hacking techniques.

● Ethical Hacking:
CTF and Penetration Testing are forms of ethical hacking, where professionals use 
their skills to improve security rather than exploit vulnerabilities for malicious 
purposes.
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How playing CTF helps?
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Improved knowledge & skills in cyber security

● Require players to use a wide range of cyber security skills
○ Reverse engineering
○ Cryptography
○ Exploitation (pwn)
○ Web
○ Forensic
○ …

● Become more knowledgeable and proficient in cyber security
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Enhanced problem-solving abilities

● Require creative thinking to solve

● Think outside the box and come up with creative solutions
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Increased teamwork and collaboration

● Team-based, requiring players to work together to solve 
challenges

● Develop strong teamwork and collaboration skills

● Essential in the cyber security field (but not limited)
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Opportunities to network and learn from others

● CTF competitions often attract a wide range of participants

● Network with others in the field

● Learn from others experiences, and potentially even find job 
opportunities
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Fun and engaging way to learn

● Fun and engaging way to learn about cyber security 

● Rewarding and enjoyable way to spend their time

● Challenges can be a great way to stay motivated and engaged in 
learning
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Difference between CTF and Pentest
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Purpose
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● CTF: Primarily designed as a competitive game or training 
exercise. Participants solve challenges and capture flags to score 
points. The goal is to enhance skills and knowledge in a gamified 
environment.

● Penetration Testing: Conducted to identify and mitigate security 
vulnerabilities in a specific system, network, or application. The 
primary objective is to simulate a real-world attack and provide 
recommendations for improving security.



Environment

● CTF: Often has a specific timeframe, such as a few hours to a few 
days, during which participants attempt to solve challenges and 
accumulate points.

● Penetration Testing: The duration varies based on the scope and 
complexity of the engagement. It could last from a few days to 
several weeks, depending on the goals and objectives.
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Scope

● CTF: Broad and may cover a wide range of security topics, 
including cryptography, reverse engineering, web security, and 
more.

● Penetration Testing: Usually has a defined scope, such as testing 
specific applications, networks, or systems. The scope is agreed 
upon with the client to focus efforts on critical areas of concern.
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Reporting

● CTF: Participants may not necessarily produce formal reports. 
The emphasis is on learning and solving challenges.

● Penetration Testing: Involves the creation of detailed reports 
outlining the identified vulnerabilities, their potential impact, and 
recommendations for remediation.
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