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I Top Threats (201271 2015)

TRACKING TOP THREATS TO ORGANISATIONS, 2012-2015

The following indicates the percentage of respondents reporting they are ‘extremely concemed’
about a particular threat. Multiple answers were allowed in the survey.

--Business Continuity Institute
Horizon Scan Report 2015

Threat
Cyber Attack

Unplanned IT & Telecoms Outage

Data Breach

Interruption to Utility Supply
Supply Chain Disruption
Secunty Incident

Adverse Weather

Human lliness

Act of Terronsm

Fire
Health & Safety Incident

Transport Network Disruption
New Laws & Regulations
Availability of Talents/Key Skills
Social/Civil Unrest

Energy Cost/Availability
Product Quality Incident
Earthquake/Tsunami
Environmental Incident
Business Ethics Incident
Conflict'War

Industnal Dispute

Product Safety Incident
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I Comparison by Business Size Gkamai

SMEs Large businesses
1800 cE L 1. Cyber attack - 30% 1. Cyber attack - 47%
Voot e 2. Unplanned [T & telecom outages - 24%
mmnﬁmqmmm} Data breach - 24% — T R e
3. Interruption to wtility supply - 19% 3. Data breach - 34%
|0 ei] 1 Use of Internet for malicious attacks - 79% 1. Use of Imemet for malicious attacks - 82%
2. Loss of key employee - 67% 2. Influence of social media - 64%
3. Influence of social media - 58% 3. Potential emergence of a global pandemic - 61%
Conducting Trend 59, 770,
Analysis
Use of
1S 22301 20 2 3%
Up - 20% Up - 24%
Investment Unchanged - 56% Unchanged - 54%

--Business Continuity Institute, Horizon Scan Report 2015 © AKAMAL | EASTER FORWARD ™



I Attacks Are Growing in Size @kamai

Traditional DDoS attacks harness the scale of global botnets 2014
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I Our digital walls are struggling ((,.:

“What about.those beyond the wall?

Source; World War Z movie
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I Web Apps DDoS - 320 Gbps attack in Asia (Q3 2014) (F

Largest attack ever mitigated by Akamai DDoS Attack:
against a single customer

Targeted primary website, supporting
network infrastructure, and DNS

Multiple attack vectors:
I SYN/UDP floods against an entire subnet
I Volumetric attack against DNS DNS Attack:

DNS Requests per Second

» Peak: 2,129,781.763 Hits/sec at 07:00PM

AttaC k C h araCte r I Stl CS : : g,.._,..n.TClal DNS Hits: 10.6 Billion Requests 4 latest: 132,845.177 Hits/sec at 08:40PM

I 320 Gbps and 71.5 Mpps peak DDoS attack
traffic

I 2.1 million requests/s peak DNS attack traffic

Point to ponder: 17 x 100Gbps attacks July to Sept
to O n e S I n q I e tarq et Greenwich Mean Time | = Estimated data begins at 9:00 AM
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Attacks > 100 Gbps mitigated in Q2 2015 Gkamai

AMEGA ATTACKS
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A Straining IT staff

AAVERAGE DURATION

29 hours

25 hours

23 hours 22 hours
17 hours 17 nhours

21 hours 21 hours
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A Web attack frequency

ABY TARGET INDUSTRY
v

27%

23%

16%

9%

7% 7% 8%

5%

B2B B2C Financial High Technology Hotel & Travel Media & Public Sector Retail
Goods/Services Goods/Services Services Entertainment

B 012015 [ Q22015 © 2015 AKAMAI | FASTER FORWARD ™



| Increasing and Devastating (F

' ‘ ANONYMOUS TARGETS THE U.S. BANKING
Ashley Madison Chief Steps Down After Data SYSTEM WITH OPERATION 'BLACK OCTOBER'

By NICOLE PERLROTH AUG. 28, 2013

T e OPM notifies 3.7 MI-“IOII cyl?er attack victims
TalkTalk Community | NEW Service Centre | New to TalkTalk | abouIt data prOtGCtlon services

TalkTalk Help

TalkTalk Help Q twimm

Talk Talk Help > Hackers strike at Vodatone
DDOS A | | teal; bank details £
mammrene—1 \\€DSite attack affecting our customers Steallllg bank detalls 1Irom
thousands of customers

U K Sta rtu ps an d S M E S fa ce u p to t h Fea t fro m H,QCI{ERS.have stolendthebpersonali and bank details of almost 2,000 Vodafone
. customers in a targeted cyber attack.

T DD4 BCT DDOS EXtD rtl on g rou p By HELEN BARNETT AND NICK GUTTERIDGE

Smaller firms face a long-term commercial threat from a new kind of attacker that can't be

bought off
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Latest Attacks by DD4BC

CATEGORIES

vi

DD4BC: PLXsert warns of Bitcoin extortion attempts

|59Iect Category

ENTRY ARCHIVES

| Select Month V|

By Bill Brenner December 2, 2014 8:00 AM
0 Comments

W] flinfa [Flescf =]+

A& Bitcoin extortion campaign is underway, launched by a group of bad actors calling themselves DD4BC. The group
repeatedly tried to blackmail Bitcoin exchanges and gaming sites -- threatening victims with DDoS attacks in order to
extort bitcoins. Akamai's Prolexic Security Engineering and Response Team (PLXsert) reports the following:

i Subscribe to this blog's feed

Summary:

The campaign typically consists of an email informing the victim that a low-level DDoS attack is underway against the
victim's website. The email explains that the DDo3 activity can be observed in server logs and that it is currently at a
low level in order not to interrupt the victim's operations. Following this explanation, DD4BC demands a ransom paid
in bitcoins in return for protecting the site from a larger DDoS attack capable of taking down the website.

The targets seem to have been chosen for their reluctance to involve law enforcement. To date, the targets have

akamai’s [state of the internet] / Security Bulletin

TLP:
05.07.2015

RISK FACTOR — MEDIUM

1.0 / OVERVIEW / DD4EC, the malicious group responsible for several Bitcoin extortion
campaigns last yvear, is expanding its extortion and DDoS campaigns against a wider array of
business sectors. By late April, atleast two Akamai customers had fallen into the crosshairs. Today,
the number of Akamai customers under attack continues to grow.

SECURITY BULLETIN:
DD4BC OPERATION PROFILE [UPDATE]

Owver the past week, several customers have received ransom emails from this band of chaotic
actors. DD4BC continues to inform victims that they will launch a DDoS attack of 400-500 Ghps
against them. To date, however, DD4BC attacks mitigated by Akamai haven't measured more than 7
Ghbps.

Based on the latest attacks launched and the IPs correlated, we were able to identify over 1400 IPs
most likely coming from booter [ stresser sites. Past tactics and targets of DD4BC were outlined in
an April 24, 2015 advisory. What follows is an update on the group’s expanding range of targets and
techniques.

2.0 / LATEST ATTACK TARGETS / To date, DD4BC has targeted 12 Akamai customers, and
researchers have noticed that the group continues to expand the business sectors it targets. So far,
the following industry verticals have been attacked:
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Two of the largest Hong Kong banks were targeted with distributed denial of service (DDoS) attacks earlier this week by

Regional newspaper The Sitandard reported that the Bank of China (Hong Kong) and the Bank of East Asia were hit by

attack took place on 9th May, telling CoinDesk:
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I Change of Attack Objectives

Retaliation

Competition
AJusticeo
Firepower Test
Reputation
Nation-to-Nation
Public Movement

—)

Extortion

DDoS-for-
nire

Ransom
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