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Avoid data theft and downtime by extending the  

security perimeter outside the data-center and  

protect from increasing frequency, scale and 

sophistication of web attacks. 

Contingency Plans 
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Avoid data theft and downtime by extending the  

security perimeter outside the data-center and  

protect from increasing frequency, scale and 

sophistication of web attacks. 

Top Threats (2012 ï 2015) 

--Business Continuity Institute 

Horizon Scan Report 2015 
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Avoid data theft and downtime by extending the  

security perimeter outside the data-center and  

protect from increasing frequency, scale and 

sophistication of web attacks. 

Comparison by Business Size 

--Business Continuity Institute, Horizon Scan Report 2015 



© AKAMAI  |  FASTER FORWARD TM  

Attacks Are Growing in Size 

Å Traditional DDoS attacks harness the scale of global botnets 

Å Newer attacks target protocol vulnerabilities to amplify size 

ï SNMP (6.3x) 

ï DNS (28x-54x) 

ï CharGEN (358.8x) 

ï NTP (556.9x) 
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Our digital walls are struggling  

Source: World War Z movie 

Canôt scale, Canôt evolve 

What about those beyond the wall? 
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Web Apps DDoS - 320 Gbps attack in Asia (Q3 2014) 

Å Largest attack ever mitigated by Akamai 
against a single customer 

Å Targeted primary website, supporting 
network infrastructure, and DNS 

Å Multiple attack vectors: 

ï SYN / UDP floods against an entire subnet 

ï Volumetric attack against DNS 

Å Attack characteristics: 

ï 320 Gbps and 71.5 Mpps peak DDoS attack 
traffic 

ï 2.1 million requests/s peak DNS attack traffic 

Point to ponder: 17 x 100Gbps attacks July to Sept 
to one single target 

DDoS Attack: 

DNS Attack: 
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Attacks > 100 Gbps mitigated in Q2 2015 

ÅMEGA ATTACKS 
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Å Straining IT staff 

ÅAVERAGE DURATION 
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Å Web attack frequency 

ÅBY TARGET INDUSTRY 
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Avoid data theft and downtime by extending the  

security perimeter outside the data-center and  

protect from increasing frequency, scale and 

sophistication of web attacks. 

Increasing and Devastating 
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Grow revenue opportunities with fast, personalized 

web experiences and manage complexity from peak 

demand, mobile devices and data collection. 

Latest Attacks by DD4BC 
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Change of Attack Objectives 

ÅRetaliation 

ÅCompetition 

ÅñJusticeò 

ÅFirepower Test 

ÅReputation 

ÅNation-to-Nation 

ÅPublic Movement 

ÅExtortion 

ÅDDoS-for- 

hire 

ÅRansom 

 


