






Existing Differentiated Features in Win7 /Win8.1

Domain Join and Group Policy Management

Existing Win7 / Win 8.1 Enterprise features

Windows 10: Management and Deployment 

Side-loading of LOB apps

MDM Enablement

Azure AD Join

The Business Store

Private Catalog 

Granular UX Control and Lockdown

Windows 10: Security

Microsoft Passport

Enterprise Data Protection

Hardware–based Hyper-V isolation (VSM) scenarios

Device Guard 

Windows 10: Windows as a Service, Support & Entitlements

Windows Update for Business & Current Branch for Business

Access to Long Term Servicing Branch
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2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

Internet Explorer 8

Internet Explorer 9

Internet Explorer 10

Internet Explorer 11

Internet Explorer 10

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

Internet Explorer 11

Internet Explorer

Microsoft Edge



Enterprise Mode Eases Upgrades

Provides backward compatibility for web 
apps designed for older versions of 
Internet Explorer

Supports IE10/IE9/IE8/IE7/IE6 modes

Works with Windows 7, Windows 8.1, 
Windows 10

Reduces web app testing and 
remediation









Long Term 
Servicing Branch

Deploy for mission critical 
systems via WSUS

Windows Insider 
Preview Branch

Specific feature and 
performance feedback

Application compatibility 
validation

Customer journey

Ongoing 
engineering 

development

Feedback 
and asks

Stage broad deployment 
via WU for Business

Current Branch for 
Business

Deploy to appropriate 
audiences via WU for 

Business

Test and prepare for broad 
deployment

Current Branch



Flexible Enterprise Adoption Options 

Current Branch for 
Business (CBB)

Long Term Servicing 

Branch (LTSB)

Ongoing security updates for 
the lifetime of the branch

Modern and compatibility 
web browsing choices

Several months to consume 
feature updates

Support for Universal Office
and  1st party Universal apps 

No feature upgrade required to stay 
supported 

Value of the latest features 
as they are released 

Capabilities

Recommended 
Enterprise use scenario

General information worker 
systems; salesforce, etc. 

Special systems:  
Air Traffic Control; Hospital ER, etc.  

Compatibility  

Support for Win 32 Office

Config. Manager 2012 support 
Upgrade to Config
Manager vNext



Microsoft User Experience 
Virtualization (UE-V)

Microsoft Application 
Virtualization (App-V)

Microsoft BitLocker 
Administration 
& Monitoring (MBAM)

Microsoft Advanced Group 
Policy Management (AGPM)

Microsoft Diagnostics and 
Recovery Toolset (DaRT)

Virtualize, 
Manage, Restore 
with MDOP

Version rights for future and 
past LTSBs

Windows To Go Rights

Virtualization rights

24x7 and extended hotfix 
support

Training vouchers and e-
learning

Technet benefits

Version rights, 

foundational benefits  

and support

Access to Long Term 
Servicing Branch (10 years 
of support)

Choice of and ability to mix:

- Current Branch 

- Current Branch for Business 

- Long Term Servicing Branch 

Flexibility in how you     

deploy and use 

Windows

Granular UX control and 
lockdown

Enterprise Credential 
Protection

Telemetry control via 
GP/MDM

Device Guard

DirectAccess

Windows to Go 

AppLocker

BranchCache 

Exclusive

Enterprise

features

Windows 10 Enterprise with Software Assurance

Access to ongoing exclusive Enterprise features New

Now included with SA





DATA PROTECTON 
IN A CLOUD &       
MOBILE WORLD

Protection everywhere (at rest, in 
transit, across devices, storage 
location...everywhere)

Enable wipe and other management 
fundamentals

Supported by all the apps you use, 
fully integrated experience

REQUIRES





INTRODUCING

Enterprise Data 
Protection

A DIFFERENT 
APPROACH

Corporate vs personal data identifiable 
wherever it rests on the device

Protects data at rest, and wherever it 
rests or may roam to

Seamless integration into the platform, 
No mode switching and use any app

Prevents unauthorized apps from 
accessing business data

IT has fully control of keys and data and 
can remote wipe data on demand

Common experience across all Windows 
devices with cross platform support



Enterprise Data Protection

1

User

2

PROVISIONING: 
KEYS AND 
POLICIES



Enterprise Data Protection

User

DATA 
INGRESS



Enterprise Data Protection

User

DATA 
GENESIS



Enterprise Data Protection

User

DATA EGRESS



Enterprise Data Protection

User

CROSS 
PLATFORM 
DATA 
SHARING
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2014 total return has increased significantly, 

outperforming both the S&P 500 and 

NASDAQ indices. 

Britta Simon

“HARD” BLOCK OPTION
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WARNING!

Pasting content from a corporate document 

to a public location is not allowed.

OK

“HARD” BLOCK OPTION



2014 total return has increased significantly, 

outperforming both the S&P 500 and 

NASDAQ indices. 

Britta Simon

“SOFT” BLOCK OPTION



Britta Simon

WARNING!

You are about to paste content from a 

corporate document to a public domain.

To continue, tell us why you are doing this.

Paste anywayCancelCancel

“SOFT” BLOCK OPTION





1. Get in with Phishing Attack (or other)

2. Steal Credentials

3. Compromise more hosts & credentials 

(searching for Domain Admin)

4. Get Domain Admin credentials

5. Execute Attacker Mission (steal 

data, destroy systems, etc.)

Modern Attack Tools 

24-48 Hours

Privilege Escalation with Credential Theft (Typical)













High Level OS 

(HLOS)

Hypervisor

Isolated User 

Mode (IUM)

LSASSLSAIso







High Level OS (HLOS)

Hypervisor

Isolated User Mode (IUM)

LSASS

NTLM

Kerberos

LSAIso

NTLM support

Kerberos support

Boot Persistent
Device

Drivers

“Clear” 

secrets

“Clear” 

secrets

Note: MS-CHAPv2 and NTLMv1 are blocked

IUM secrets













 Combination of hardware + software security features

 Enables businesses to strongly control what is allowed to run

 Brings mobile-like security protections to desktop OS with 
support for existing line of business apps

What is Device Guard?



 Hardware security

 Virtualization based security

 Protects critical parts of the OS against admin/kernel level malware

 Configurable code integrity

 Manageability via GP, SCCM, MDM, and PowerShell

The Parts to the Solution



Provides a new trust boundary for system software

 Leverage platform virtualization to enhance platform security

 Limit access to high-value security assets from supervisor mode (CPL0) code

Provides a secure execution environment to enable:

 Protected storage and management of platform security assets

 Enhanced OS protection against attacks (including attacks from kernel-mode)

 A basis for strengthening protections of guest VM secrets from the host OS

Windows 10 services protected with virtualization based security

 LSA Credential Isolation

 vTPM (server only)

 Kernel Mode Code Integrity




