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CURRENT NETWORK 

SECURITY THREAT  



Internet Connection Speed 

• Global Peak Connection Speed: ~21 Mbps 

• Hong Kong: 66 Mbps, Rank no. 2 

 

 

 

 



Internet Connection Speed 

• Global 4K Ready (>15Mbps) Connection: 11% 

• Hong Kong: 26%, Rank no. 3 

 

 

 

 



Internet Connection Speed 

• Hong Kong Mobile Connection Speed:  

• Avg. 4.9Mbps  

• Peak 23.4Mbps 

 

 

 



DDoS Attack Trend 

 

 

 

 

 

 

 

 

 

 

• http://www.arbornetworks.com/corporate/blog/5243-
volumetric-with-a-capital-v 

 

 

 

 

 

 

 

 

 



DDoS Attack Target 

 

 

 

 

 

 

 

 

 

 

• http://www.akamai.com/html/about/press/releases/2014/pr
ess-072214.html 

 



The Largest network attack 

• Recorded by Cloudflare in Feb 2014 

• Peak Traffic: 400Gbps 

• NTP amplification attacks 

• 4,529 NTP servers running on  

1,298 different networks 

• Each server directed to the victim  

(87 Mbps) 

 

 

http://blog.cloudflare.com/technical-details-behind-a-

400gbps-ntp-amplification-ddos-attack 

 

 



Bandwidth Utilization in Hong Kong 

 

 



NTP Amplification Attacks 



Amplification (UDP based) Attacks 

Common protocols used in Reflection Attack 

 

 

 

 

 

 

 

 

 

Reference 
https://www.us-cert.gov/ncas/alerts/TA14-017A 

 

Protocols Bandwidth Amplification Factor 

NTP ~557 

Chargen ~359 

QOTD 140.3 

DNS Max. 54 

SSDP 30.8 

SNMP 6.3 

Netbios 3.8 



Open Network service status 

 

 

 

 

• Scanning Project conducted by Shadowserver in 2014 

• Querying all computers with routable IPv4 addresses that 

are not firewalled from the internet  

 

http://blog.shadowserver.org/2014/03/28/the-scannings-

will-continue-until-the-internet-improves/ 



Open NTP 

• 4,819,628 distinct IPs have responded to our NTP Mode 6 
query 

 

 

 

 

 

 

 

 

 

 

 

https://ntpscan.shadowserver.org/ 



Open resolver (DNS) 

• 7,029,195 distinct IPs appear to be openly recursive. 

 

 

 

 

 

 

 

 

 

https://dnsscan.shadowserver.org/ 



Open SNMP 

• 6,028,996 distinct IPs have responded to our SNMP 

public query 

 

 

 

 

 

 

 

 

https://snmpscan.shadowserver.org/ 



MAJOR CAUSE OF THE 

THREAT 



Mis-configuration 

Allow access from everyone 

 

• DNS 

• Recursive name query 

 

• SMTP 

• Open Relay 

 

• NTP 

• Monlist 

 

 



Weak password  

Weak or Default Password 

Network device management interface 

• IPCam 

• Router 

 

 

 

 

 

 

 

• http://www.zoomeye.org/lab/dlink 

 

 

 

 

 

 

 

 

 

 

 

 

• https://www.us-

cert.gov/sites/default/files/publications/PasswordMgmt201

2.pdf 



Vulnerabilities 

Unpatched Web Application  

• CMS (Wordpress, Joomla, SugerCRM etc) 

• Exploit Vulnerable Joomla to install bots 

• Brobot target to US based bank 

• DDoS attack since Sep-2012 

• Up to 150Gbps  

 

 



Incident Report in Hong Kong 

Year to Date 

• NTP amplification attacks 

19 

https://www.hkcert.org/my_url/en/blog/14022401 

• DNS 

2 

https://www.hkcert.org/my_url/en/alert/14020701 

• Joomla  

32 

https://www.hkcert.org/my_url/en/blog/13112901 
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COUNTER MEASURE 

AGAINST THE THREAT 



Counter Measures 

• Adopt BCP38 to prevent IP spoofing 

 

• Fix or take down the amplifiers, e.g., for NTP or DNS 

 

• Introduce rate limiting (with limited impact, though), such 

as DNS RRL 

 

• Strong password / Public key 

 

• Keep the system/application Up to date 

 

 

 

 



Self Check 

Openresolver Project 

• http://www.openresolverproject.org/ 

 

Open NTP Project 

• http://openntpproject.org/ 

 

Spoofer Project 

• http://spoofer.cmand.org/index.php 
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HKCERT ACTION ON 

NETWORK SECURITY 

THREAT 



Hong Kong Security Watch Report 

 

 

 

 

 

 

• Released the 2nd Quarterly Report (Q2 2014) in Jul 2014 

• Discover 16,589 unique security events 

• Report details 

https://www.hkcert.org/my_url/en/blog/14022601 



Botnet Clean Up 

 

 

 

 

 

 

 

 

 

 

https://www.hkcert.org/botnet 

 

 

 

 

 

 

 

 

 

 

Action Organization 

Sinkhole (Fake C&C trap 

bot IP addresses) 

Microsoft, DNR 

Clean up local bots  Microsoft, CERT, ISPs 

Provide tools to detect and 

clean up bot 

Microsoft, security vendors 



Cyber Security Drill Exercise 

2009 Hong Kong Incident Response Drill 2009 

2010 Fighting financial crime on the Internet  

2011 Handling Phishing Scams on Web Forum 

2012   Defending Against Hacktivist Cyber Attack 

2013 Responding to Targeted Attacks 

 

2014  Schedule on Oct  2014 

• Trusted parties 
• Providers of Internet services, HKIX, HKIRC, … 

• Test communication procedure and technical 
skills 

 

 



ISAC Mailing List 

• Information Security Advisory and Collaboration 

 

• Closed Communication Group for Trusted parties 

• Providers of Internet services, CERT, OGCIO, 
Police 

 

• Share 1st hand information and discussions 

• Emerging security trends 

• Network status of Hong Kong 



     Build a Secure Cyber Space, Start from us 

Q&A 
 HKCERT Contact 

8105-6060 

hkcert@hkcert.org  

www.hkcert.org/ 


