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Criminal Motivators

For Profit

Targeted Attacks

(Credit Cards, PII,

Criminal Infrastructure)
Cyber Warfare

(Nation-State Secrets,
Trade Secrets)

(National Infrastructure,
Defense)
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Why Change Tactics?

* Current Malware at an All Time High
* Network Intrusion & Data Exfiltration
 Why Should Attackers Change Tactics?

Figure 16. Threat action categories over time by percent of breaches {Verizon cases)
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#1 Because Technology is Changing

Exploit Mitigation

*Protected Heap
«Stack Cookies
DEP & ASLR
«SafeSEH

Mature Management

Patch Mgmt
*VVulnerability Mgmt
*Group Policy

IR & Forensics
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Value of an Exploit W McAfee

| | EXPLOIT
e Growing Complexity _ LIEE
e Longer Time to Develop Months SREXPECTANC

e Shorter Lifespan
e Criminal ROl is Shifting
* Shift to Targeted vs. $$$$

Y

o

Mass Malware Continues to Exploit the Weak Link ...
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The Weak Link ...

... the End User

File Download I ]

Do you want to open or save this file?

. Opening this file will infect your computer,
! drain your bank account, take over your I
- facebook account, and steal your girlfriend!

| Openn || Save || Cancel |

V| Always ask before opening this

hamn your computer. if you do not trust the source, do not openor

'af While files from the Intemet can be useful, some files can potertially
= savethis file. What s the nsk?
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#2 Because We Are Changing
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Mac OS X Potential?

201001 - 2.94M Macs Sold
33% Increase Over 200901
User Base Includes Big Targets

— Corporate Executives

— Technology Companies
Immature Management

— “Anti-Virus is Not Needed”

— Lack of Central Management

— Corporate IR Teams
Less Prepared
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OS X Malware: Case Study

OSX/Puper.A

 Discovered Early 2007
* Requires User Installation | e —
» Active for >2yrs NN s mon s s
« Prolific on Download sites g
» Heart of the Trojan: |

— Malicious Script called
“AdobeFlash”

— Dropped in e corue
/Library/Internet Plug-Ins/
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OS X : Predictions

Misconception of Invulnerability
Unprepared for Sophisticated Attacks
Extended Exploitation Before Discovery
Market Share May Draw “For Profit”
Greater Potential for “Targeted Attacks”

Mac OS
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Mobile Potential?

Monthly Growth in Traffic Since May 2008 - Regions

13.0

11.0

9.0
— Africa
= Asia
7.0 —— Fastern Eurape
— Latin America
— Morth America

2.0

——Oceania

TrafficRelative to May 2008

—Western Europe

3.0

1.0

P B D > O o 2 o O O .0

P P HHH P [L I RS A

A 3 o & o X 5 q“ SN o & N .
Y H T T Y FE T Verizon DBR

“Number of smartphones in use will reach 1.32 billion units in 2013”
Gartner, 12/09

“.. In the next 3 years mobile will surpass the PC as the most common web
access device worldwide” Gartner, 12/09

“30% of mobile users currently use banking services” Sybase, 8/10
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My Introduction to Mobile Computing

Circa 1990 SR
14 lbs |

1.44 Floppy Drive

10MB Hard Drive

Retail Price: $5399 USD M
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My Mobile Devices Through the Years
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Usage Patterns Changing

» Web Sites Formatting For Mobile Devices

e Users Increasing Use Of Smarter Devices To
Bank/Control Infrastructure/Access
Corporate Apps

« Social Networking Sites
« Email Moving To All Devices
e Teaching Tool

e Access To Corporate Data From
Everywhere On/Off-Site
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Data Protection requirements

Protect the Protect the Protect the Don’t Let Data
. User of the Data on the Leave the
Device i : i
Device Device Device

5
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Mobile Malware — Future Now

“Windows Mobile game ... dials
expensive international phone calls

In the background”

IPhone SSH Worms
OSX/iPhDownloader.A
OSX/RRoll.C
IPhone/Privacy.A

“Android malware steals info
from one million phone owners”

“Banking Trojan hits Android”
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Mobile Malware: Predictions

e Initially More Attractive for

“Targeted” Attacks *22 BlackBe fry.
« Shift to $$$ Motive Following
Mobile Banking Adoption g

Drive Worm Propagation

IR Capabilities Will Lag Heavily KQ/\//
e Cross Over Malware?
Mobile <-> Desktop t

[

Windows

Moblle

» Controlled App Source May F/\(
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Data Protection for Web 2.0 environment

Laptops

USB Media

Smart Phones

18

Full Disk Encryption
Data Loss Prevention
Removable Media Control

Encrypted USB Drives

PIN to Unlock
Remote Wipe
Device Encryption
Wipe after X Retries
Disallow Jailbreaking

Pre-Boot Authentication
‘LoJack’ Solution

Central Management
Password Recovery

Application Control
Over-The-Air Management
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Cloud Computing - Global Threat Intelligence
for Individual and Enterprise




Threat Sophistication 'Y McAfee

i, I GOVERNMENT O
[gqgmmm; PRVATE SECTOR? |
A CAREER IN ._
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Operation Aurora

 Named By McAfee In Early January

* Long-Term Targeted Attack Against ~20 Major High-tech IT/Security Firms
And Defense Contractors

» Exploits A Zero-day Vulnerability In Microsoft IE (CVE 2010-0249)
“Microsoft Internet Explorer DOM Operation Memory Corruption Vulnerability”

* Lures Users To Malicious Websites Via Social Engineering, Installs Trojan
Malware On Systems, Uses The Trojan To Gain Remote Access

 Uses Remote

Access To Gain Mid-2009 Jan 11

Entry To iJ UMcAfee | [, UMcAfee | MEGASPLOIG
Co rpo rate - Medfee aids Adohe MeAfee identifies ‘Cperation Aurora’
Systems, I v | oo Google  bsinns e | musenit
Access SOMMENGES GooglelAdabe f_",;p;aa?:;fd_lr;;.

Intellectual annadnces stack

Property And . L ] ® ® @

Penetrate User

Accounts
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July 4-10, 2009 Independence Day Attacks

 DDO0S on South Korean And US Government Sites
» Botnet Largely In South Korea

e Impact?

Information for '66.82.9.92° '

This page shows general information on the IF address 66,682,292, its traffic volume and reputation during the
last 60 davs, and other IP addresses close by in the address space.

Is this your IP Address? Request more in depth information with our Domain Health Checlk!

Correlated Global Reputation

< DDE%Deviation from Average Message Court u Deviation from Average Connection Cohart
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July 4" DDoS
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McAfee TrustedSource

Daily Trend of IP Traffic Yolurme Change and Reputation

IP Information

Current reputation: —
2003-07-11

Trusted Meutral Unverified  Suspicious

Hostnarme: dpofEE2009092 direcpo.com
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Classification of Attackers

Military
Destructive
Operations

/

Advanced
Persistent
Threats

d

Cybercriminals

Hacktivists, :

Terrorists

— Threat Sophistication

Capability for Damage
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Old Approaches Do Not Work

DILROM : WOULD YOU LIKE TO - OR WOULD YOU PREFER
3 g
YOUR SECURITY & SPEND THE REST OF | TOLET HACKERS STEAL
SOFTWARE IS OUT El  YOUR NATURAL LIFE 2| YOUR IDENTITY, DRAIN
OF DATE. .. § TRYING TO FIGURE €] YOUR BANK ACCOUNTS
/ OUT HOW TO UP- £l AND DESTROY YOUR
UH-OH GRADE IT? ; HARD DRIVE?
oy / - : [— 1 €
[ E = \‘ - CHO]_CE !
:-] 3 | t-f-'*’li ‘

© Scott Adams, Inc./Dist. by UFS, Inc.
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Reputation is Everywhere U McAfee

ey yuD

\
yvelps s
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Credit Score

_ CREDIT SCORE |

/
TransUnion, experian’ EQuiIrax

o260 627 621

WHERE YOU RANK '
TransUnion Experian Equifax
J00 350 450 550 650 TS0 850 00 M0 450 550 650 VS0 850 0 300 M0 450 S8 650 TH0 850
I e —— --— _'_. e —
F F s F
You are here (560) You ame here (627) Youare here (621)

Based on your credl report data, this is a numéenical depsction of your créditwodthingss. High scores are betler,
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Even the Criminals Use Reputations!

Supervises Content
Arbitrates Disputes

Run Escrow Service and
Control Membership

Moderator Moderator Moderator Monito_r Lirele e
Topic Areas
- st - . . - Assess Quality of
| Site Management (1% Level) Reviewer Reviewer Reviewer Reviewer Yo dttz:ts

Hackers/Coders/Data Thieves |

T el Y T el Have Permission
L_Jendor , | _Vendor To Forum Members

|  Fraudsters

27 November 29, 2010



McAfee Global Threat Intelligence

Reputation System

Threat Intelligence Feeds

Other feeds
& analysis

Endpoints  Appliances Servers Firewalls

McAfee Labs

0.0,

November 29, 2010
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Collection: Telemetry Scope

» 2.5B Malware Reputation Queries/Month
« 20B Email Reputation Queries/Month
» 75B Web Reputation Queries/Month
Queries 2B IP Reputation Queries/Month
300M IPS Attacks/Month

100M Ntwk Conn Rep Queries/Mont
100+ BILLION QUERIES

Malware: 40M Endpoints
Email: 30M Nodes

Web: 45M Endpoint and Gateway Use
Intrusions: 4M Nodes

100+ MILLION NODES, 120 COUNTRIES

Nodes
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Quality of Intelligence

T THINE WEVE] AL WE HMWE
GAT ENOUGH
MFORMATION

1S OME “FacT
OU MADE VP |

THATS PLENTY. BY THE TIME
WE ADD AN INTRODUCTION,
A FEW IWLUSTRATIONS, AMD
A CONCLUSION, 1T WiLL
LOOK. UKE A GRADUNTE
THESIS.

My |

7
,:s
s 93
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Perspective Matters

4 " . 1 i€ ; . l
H } e 5 . < | S - : ® v
L] o - 1 . i [ d
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More Features — Better Accuracy

Adding Dimensions To Reputation Scores
Increases The Confidence Level Of Those Scores

U

;ﬁ'ii : .
“

A
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Multi-Dimensional Real-Time Data Analysis

Predictive Mathematical

Modeling

Captures Behavior Not
Considered By Heuristic-
Based Systems

Multi-Dimensional

Correlation
Additional Features Increase
Spread For Classification

Real-Time Detection
Knowing More At The Time
The First Query Is Sent
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A System That Learns, Reacts, and

Shares Knowledge

Largest network of
corporate and
consumer sensors

e Highest quality data
* Most sophisticated
behavioral analysis

World'’s first
multi-identity
reputation system

Mail, Web, Intrusions,
Malware

Breadth Persistence S°Ci@l Burstiness
Networks

Volume

Logslon

Frankfurt Yy

Hong Kong
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Reputation in Action

Host Intrusion Prevention vs. Malware

192.168... =

T
== Unknown Malware
Network Connection
Reputation = Malicious )
McAfee HIPS

Attempted Connection
To 1.2.3.4

McAfee Host IPS, Using McAfee Global Threat Intelligence Network
Connection Reputation, Blocks The Attempted Connection With

1.2.3.4...A Malicious Connection
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Reputation in Action

Host Intrusion Prevention vs. Malware, continued

But We Don’t Stop There! E——
EE 1.2.3.4 =
= ¥
E Adjust File

Reputation

— Of Original
S ‘ Malware
.

25880 mm—
S
\ < —
'1-*"

Now That We Know The File Is Malware, The Endpoint’'s Next Cloud
Lookup Will Identify It As Such And Our Anti-Malware Will Remove The

File
We Also Update Our Systems To Adjust The Reputations Of Other Entities

Associated With The Malware Or Malicious Network Connection
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Case Study — The many faces of Zeus




What Is Zeus?

e It's a Trojan
— Credential theft
e I's a bot
— Can receive commands and updates
— Can send spam
— Can be used for denial-of-service (DoS) attacks
e It has a web-based management console
— Create, manage, and distribute
— Statistics of infection and success
— Web forms for operating systems, browsers, and more
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Where It Comes From

i Srevsal for newbees: Feos spywsee installing!
1 dobulld Zeus 1.24.2 + inpects belp o set up st
halp i sat up sst
Spacial buk carge oad seie wok lor you
al aters

The sz of the cngnal bidera 71 &80bavi
Merer Aucknan Control Paned

vl Do wwirki eniEh The guasaniod

DU fof § 150 BUSH) JEUS 1292 BUBOSr [FICE § 480

+Strang Bot Long S life powar grabbe

i will pppor your [eus poject ey time and consuls by amy peescon at
0 trash 7 TG lngem =2

and Eveale spioits who avarastng pm ps

Sory my bed Cogheh i sm Russien but | an undertand

11.05.2009-23.05.2000
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A Global Zeus
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Web-Based Botnet Distribution and Control

«come, admin .1 Browsers .1 Systems :: Country .+ Referers .1 Exploits
lleeme, admin :: Browsers i+ Systems :: Country :: Referers :: Exploits

=
[ EBwpbits | Losds | Efficiency

MDALC 7E1 54.59 M

PCF Collab 349 23.6 %

PCF Lti 175 12.55 %

Microsoft DirectShow 7 5.16 %

Flazh © S5E A.03 06

PCF Getlcon 1 0.07 %
Admin tools: Upload Clean Clear
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Many Ways to Deliver the Malware

» Website redirects
— Legitimate websites
— Malicious websites
e Spam
— Attachments
— Link spam
* Many forms
— PDFs
— ActiveX controls
— Fake video codecs
— Zero-day exploits
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Combating Zeus
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\W McAfee

e Intelligence Is Key To An Evolution Of Cybersecurity That
Focuses On Situational Awareness

 All Network, Hardware, And Software Assets Must Be
Used As Sensors For Intelligence Collection And Analysis

* Global And Local Perspectives Of Threats Are Necessary
For Strategic Warning
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