(B 2)

1) TV Peppa Pig (pname: kr.co.smartstudy.peppapigl.en_googlemarket)

% JfE FHF2 =85 Android.Adware.SKplanet ~ Android.Trojan.Generic ~ Android.Adware.InMobiAd -
Z MR — S B T & > QEHLSIM RiF5% - JEHL SIM RjRRE - SEHEEEESRES - B
BB G RE  EERER RAEAE - RHGEG > TS AT RS E TR -

a) JEHL SIM K75

String s3 = (new
StringBuilder () ) .append(telephonymanager.getSimSerialNumber ()) .toString();

b) JEHL SIM HRRE

com.feelingk.lguiab.b.i.c((new StringBuilder ("USIM \uCOC1\uDODC :
")) .append (telephonymanager.getSimState () ) .toString());

c) EHEEEEGRS

String sl = ((TelephonyManager)getSystemService ("phone")) .getLinelNumber () ;
d) HEhGHRGR G

D = Camera.open () ;
e) iR PE 4G4

URL url = new URL(s);

HttpURLConnection httpurlconnection = (HttpURLConnection)url.openConnection();
httpurlconnection.setConnectTimeout (3000) ;
httpurlconnection.setRequestMethod ("GET") ;

httpurlconnection.connect () ;

f) FREGZ &
intent2 = new Intent ("android.media.action.IMAGE_CAPTURE") ;
g) HHTEEEE
Intent intent = new Intent ("android.intent.action.DIAL", Uri.parse(sl));

h) EEFHRAE

Intent intent = new Intent ("android.intent.action.SEND");

2) BEEER (pname: e8888.ccss)

2 EFIF2 4 Android.Adware.Adwo + Android.Adware.Domob © 3% i FHFE =017 AE — e 5 i b
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Th  WEBFEGEE - BiRER R - BITEESTR -
a) BB

__ = new MediaRecorder();
b) AR R EAE4E

AdUtil.a(httpurlconnection, activity.getApplicationContext());
httpurlconnection.setInstanceFollowRedirects (false);
httpurlconnection.connect () ;

i = httpurlconnection.getResponseCode();

c) EETEREL

Intent intent5 = new Intent ("android.intent.action.DIAL", uri);

3) FEREPBE  (pname: e8888.sat_mov)

!

% E 20814 Android.Adware.Adwo ~ Android.Adware.Domob - Android.Trojan.Generic % &
AEFE e il TR - WHEIFEEGRE @ EE it - BT EESE TR -

a) HEIFRGEE
__ = new MediaRecorder () ;
b) i iE R 4E%%

AdUtil.a(httpurlconnection, activity.getApplicationContext());
httpurlconnection.setInstanceFollowRedirects (false);
httpurlconnection.connect () ;

i = httpurlconnection.getResponseCode() ;

c) #EITEREE

Intent intent5 = new Intent ("android.intent.action.DIAL", uri);

4) 2014 fEGHE T JUSTREAR - b IEL R, - BBIRBETHE | (pname:

oms.mmc.fortunetelling.shengxiao.master_chen)

2 JE FHF2 =022 Android.Adware.AdMogo ~ Android.Adware.Adwo ° 3% JfE FfE S AFAF—LE 5 E
175y » WEHL SIM -RFP5% » JEHL SIM RiIREE - SEHEEEEGRNS - iR R aEas - (FaE T
WA BFTEEET R

a) JEHL SIM Rk

b.g = telephonymanager.getSimSerialNumber () ;
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b) JEH! SIM 5{RE&

b.h = String.valueOf (telephonymanager.getSimState());

C) EEHQ E’ifﬁﬁ%

telephonymanager.getLinelNumber () ;

d) A RES LS

URL url = new URL(s);

HttpURLConnection httpurlconnection = (HttpURLConnection)url.openConnection();
httpurlconnection.setConnectTimeout (2000) ;
httpurlconnection.setRequestMethod ("GET") ;

httpurlconnection.connect () ;

e) FETFHAE

Intent intent = new Intent ("android.intent.action.SEND");
f) FEFTEERE
Intent intent5 = new Intent("android.intent.action.DIAL", Uri.parse(sl));

5) FBikZ A\ E 2ERi&R 69 &, (pname: com.ffff.xxxpronvideos)

% FEFf2=/82 & Android.Adware.AirPush ~ Android.Adware.MobWIN - %x AR S — e =
bafT Fy » WJEHL SIM -RIP5E - JEHL SIM K5RRE - HENFHRGR S - BRI R 4E4s - fHGE
% BITEERE - A FRANEHETR -

a) JEHL SIM RFPHk

sl = (new
StringBuilder (String.valueOf (s))) .append("&deviceId=") .append(com.fxkj.fml.e.
e.a(telephonymanager.getSimSerialNumber ())) .toString();

b) JEH! SIM 5{RE&

telephonymanager.getSimState () ;

) HEWFARRE

b = new MediaRecorder();

P AE%E
StringBuilder stringbuilder = new StringBuilder();
HttpURLConnection httpurlconnection = a(context, s, i, J);
httpurlconnection.connect () ;
BufferedReader bufferedreader = new BufferedReader (new
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InputStreamReader (httpurlconnection.getInputStream()));

e) HHGZ &

Intent intent = new Intent ("android.media.action.IMAGE_CAPTURE");

f) HTE:

intentl = new Intent ("android.intent.action.DIAL", Uri.parse((new
StringBuilder ()) .append("tel:") .append (number) .toString()));

g) HETFHAE

Intent intent = new Intent ("android.intent.action.SEND");

6) Race lllegal: High Speed 3D (pname: com.herocraft.game.raceillegal)

27 JfE FHF2 0815 Android.Adware.Domob - Android.Trojan.Generic - 3% JfE FAFE N {FAE — L0 = E
7Ry WFEHERRSENS - HEIBHREES - HEIFHRGR S - R R RAE4E - #5FTEEEE  FHEY
g BEAFRNE  EIFRNEE TR -

a) HHESLSS

s3 = ((TelephonyManager)c.getSystemService ("phone")) .getLinelNumber () ;

b) BEIFEREES

bluetoothadapter = BluetoothAdapter.getDefaultAdapter();

) HEWFARGRE

mRecorder = new MediaRecorder () ;

d) A EREER4ELS

com.google.ads.util.b.a((new StringBuilder ()) .append("Pinging URL:
") .append(b) .toString());

httpurlconnection = a(new URL(Db));

AdUtil.a (httpurlconnection, a);
httpurlconnection.setInstanceFollowRedirects (true);
httpurlconnection.connect () ;

e) TN

Intent intent = new Intent ("android.intent.action.DIAL",
Uri.parse(sl.toString()));

f) FEEGE G
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intent = new Intent ("android.media.action.IMAGE_CAPTURE") ;

g) HEFHAE

intent = new Intent ("android.intent.action.SEND");

h) SEELFHEAE

Intent intent = new Intent ("android.intent.action.GET_CONTENT") ;

7) Bubble Mania (pname: com.appgame?.bubblemania)

2 E 2 /824 Android.AdWare.Leadbolt + Adware.Android.AirPush ~ Android.Trojan.Generic ©
S E R R — S B Ty o WIEEL SIM —EREE - SEELEEEEYEHE - MiEE BRI 4ss &
AT B P8R - EEGE S BITEESF TR -

a) JEHL SIM 5{RR&

telephonymanager.getSimState () ;

b) SEHUERELSHS

f = telephonymanager.getLinelNumber () ;

c) MHMBERES A

HttpURLConnection httpurlconnection = (HttpURLConnection) (new

URL (val$imageURL) ) .openConnection () ;

httpurlconnection.setDoInput (true);

httpurlconnection.connect () ;

Bitmap bitmap = BitmapFactory.decodeStream(httpurlconnection.getInputStream());

d) HAFHAE

intent = new Intent ("android.intent.action.SEND");

e) BUUHFEE

intent = new Intent ("android.intent.action.EDIT");

f) EEGE G

intent2 = new Intent ("android.media.action.IMAGE_CAPTURE") ;

g) TS

Intent intent = new Intent ("android.intent.action.DIAL", Uri.parse((new
StringBuilder () ) .append("tel:") .append(s) .toString()));
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8) ik A 2 FREE (pname: com.play.buyudarx|2)

2 JfE FHF2 =85 Android.Trojan.Generic ~ Android. Riskware SmsReg ~ Android.Adware.TapjoyAds °
ZIERE A E— e m B T & LIEHL SIM RHRRE EEEhGTHS - HEIFEEL wifi > i
T%EEF’ ek o EAFRANE - BEFTERS %EHREA%%????%

a) JEHL SIM 5IRRE
mTelephonyManager.getSimState ()

b) SHHE LS

d = telephonymanager.getLinelNumber () ;

c) HEIFARL wifi

wifimanager.setWifiEnabled (false);

d) ARG LS

com.google.ads.util.b.a((new StringBuilder()) .append("Pinging URL:
") .append (b) .toString());

httpurlconnection = a(new URL(Db));

AdUtil.a (httpurlconnection, a);
httpurlconnection.setInstanceFollowRedirects (true);
httpurlconnection.connect () ;

e) FETFHAE

intent2 = new Intent ("android.intent.action.SENDTO", Uri.parse((new
StringBuilder ("sms:")) .append((String)i.h().get(0)).toString()));

f) #EFTEE
intent = new Intent ("android.intent.action.DIAL", Uri.parse((new
StringBuilder ("tel:")) .append((String)i.h().get(0)).toString()));

g) HHUE

Intent intent = new Intent ("android.media.action.IMAGE_CAPTURE");
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