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https://www.youtube.com/watch?v=mrg9jEPqPAw
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Get Latest Articles to Your Inbox BTlsiSegls [N+ 1)

# Home Hacking Tech Deals Q

(«&3The Hacker News'

Security in a serious way

Friday's Massive DDoS Attack Came from Just

100,000 Hacked loT Devices ﬁﬁ
2 Wednesday, October 26,2016 & Swati Khandelwal

Analysis Of Friday Attack i ‘ 2 2 . ,
’ - - . 2 7
e =X PR ST PR IR T

Future DDoS

Attacks Could <7 ' ) S
Reach 10 Thps |\ 1~ > % FEK SR LIS P

Guess how many devices participated in last Friday's massive DDoS attack against DNS

nrovider Dvn that caused vast internet outane?
thehackernews.com/2016/10/ddos-attack-mirai-iot.html v
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Synology NAS devices targeted by ransomware

Users of Synology NAS systems are being targeted by ransomware that is demanding payment in exchange for
the encryption keys to their files. Here's how they can protect their data.

By James Sanders | August 4, 2014, 6:42 PM PST

Recommended Content:
Downloads: Manage Logs, Fix Problems, Solve Issues, Save Time with SolarWinds Log &
Event Manager Download Now

When your network is being attacked response time is critical and you need answers fast. SolarWinds® Log & Event Manager makes
finding answers easy by providing an easy-to-use virtual appliance which can be downloaded and installed in less than an...

White Papers // From NetApp

Will Your Data Benefit from a Cloud
Consumption Model?

This eBook examines some of

the reasons for moving to a

consumption model for IT and

reviews the three types of

NetApp storage offerings that

can be purchased using this
type of model: cloud data services, cloud connected
storage, and on-demand storage services.

White Papers // From NetApp

Hybrid Cloud Is The Foundation For Storage
Agility And Economics (Forrester report)
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Internet-Connected Teddy Bear Leaks Millions Of Voice Messages
and Password

B Monday, February 27,2017 & Swati Khandebwal

ERllin_share RRGIRNET share RERT

Every parent should think twice before handing aut Internet-connected tays ar smart toys to their
children, as these creepy toys pose a different sart of danger: privacy and data security risks far kids who

play with them.
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D-Link i

Building Networks for People

£ srms ERE DIR-850L
o T —_— Wireless AC1200 ##Gigabi

Q, Tmewms '

ATEEHENTE, SRINSEESEENERERE.

Bl ¥ | IASHEREN [EERE] 2
R
>
| DIR-850LETEE (2.07) K| o088 [ | | iR
2.
| SharePort Plus Utility EEFRET) (4.01) 4—|—1 2014@3121\ | |

v| 2\¢johd3 ﬁ | | iR

SharePort Plus Utility (Mac/E2Z4E) (4.60)

/'

BRIy IS b SR

»y Tom Spring

A wireless router made by D-Link has nearly one dozen critical vulnerabilities,
according to a report released by independent researcher Pierre Kim.
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EA7500 Downloads

EyEARTRER

IMPORTANT. Before downloading, it is highly re

Your router must have an internet connection pri

BIOS K §JEE

Select your hardware version:

. IRt RTERES
¥ Version 2.0

BIOS K &1g2

FIRMWARE

Ver 2.0.3.151171
—

Latest Date: 06/14/2017
I ——
Download 31.6 MB

ZZmEN?

Bz IR P _ZT ERISER

Release Motes

IMPORTANT. The EATS00 v2 firmware is not compatible with the EA
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AR 3.0.0.4.380.7743

2017/06/26 B 29.89 MBytes

ASUS RT-AC66U FE2RR A 3.0.0.4.380.7743
REMEBIE

- fEIECVE-2017-8828 (XSSiRiE, E:Hl Yair Amit's
https://www.linkedin.com/in/yairamit/ B9SEf)
- fEIECVE-2017-5892 (JSONP E:i4iE)

- {IECVE-2017-7494 (Samba E B E1TRE)

- 1B38SSH, Telnet EEEHE N WEMNFAE
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TEER REFRTNERSE

RT-AC68U S
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=] [ = —]
HIRERE2NT s s
j%g RECNERERBLRIERBEHRSE/  OREETERBRZ 2017/06/14 FHi  183.26 KBytes
ZHE ° RT-AC68U EU Declaration of Conformity (Spanish)

IR T HRETRIRNBERZ 2 NE -

1. EEAEERIESEEE AN 192.168.1.1 s 20170613
2. TENEEP GATERIEEEDE (admin) BBH (admin) - Fk 2017/06/14 BE 242,91 KBytes
3 =, 9 hB8 Ak 2 °
R HIE ﬁﬁ&ﬁnmﬁqjﬁgﬂ’ﬂﬁiﬁﬁi - _ RT-AC68U EU Declaration of Conformity (French)
3. 1% BIBE EET  EE RRRE BrUEBERERLRETE W

SSID » EEIRBIENEHE

=] = =
8 & 3

AR BTG 2.4GH:z B2 5GH: SREITRRMRIEEERENE - i 20170613
2017/06/14 B 18237 KBytes

e e RT-AC68U EU Declaration of Conformity (Portuguese)
2.4GHz Z2Z2ETE
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Security

View and change router settings

Firewall DMZ Apps and Gaming
DMZ
o [
Source IP Address: Destination IP Address:
(@ Any IP Address (@ |IP Address:

_ 192. 168. |1 -1
() Specified Range

() MAC Address:
to

View DHCF Client Table

L L




Single Port forwarding # i

Security

View and change router settings

Firewall DMZ Apps and Gaming

DDNS | Single Port Forwarding | Port Range Forwarding | Port Range Triggering

Application name External Port Internal Port Protocol Device IP# Enabled

EasyN Cam S0dR 81 TCP 192.168.0.29 True nlze:vatflé
DS_BT 8080 9004 TCP 192.168.0.253 True Dlze:,atilé
DS_FTP 8081 8005 TCP 192.168.0.253 True Dlze:,atilé
BT_Port1 16881 16881 TCP 192.168.0.253 True D?;{;
BT_Port2 6881 6881 UDP 192.168.0.253 True [;Ee:ett;

BT Port3 1701 1701 UDP 192,168 0.253 True o

i Delete
BT_Port4 4500 4500 UDP 192.168.0.253 True Di:;tie
BT_Port5 500 500 UDP 192.168.0.253 True Di:;tie

Add a new Single Port Forwarding

Ok ance L Apoly
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F-SECURE SENSE

The missing piece of your connected home

® Watch video

Easily secure every connected thing in your home using one device, now and in the
future. F-Secure SENSE is the combination of a security router, an advanced security |

app and industry-leading cloud protection.
Bitdefendef COMPARE ~ SETUP  SUPP(

\f Norton

Smart security for all your

Introducing Norton Core”

Locks down connected devices in your home
against cyber threats.
« A stylish and powerful router for your connected home

« Integrated with Norton Security
« Easy to manage

PLUS FREE SHIPPING

Buy from: @ amazon ¥/ Norton

o)

See below for details
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connected devices.

FIND OUT MORE
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https://www hkcert.org/my_url/blog/17091801
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Hong Kong Computer Emergency Response Team Coordination Centre
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