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About us 

Independent academic R&D 
division of Nexusguard building 
next generation DDoS mitigation 
knowledge and collaborate with the 
defense community. 

DDoS Mitigation Lab 



Who is under DDoS attack? 
Cyber Warfare News 



Is it the full story of Attack? 

Web server under Attack 

Botnet Attacker / Hacker 

Remote control 
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C
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Web base DDoS attack Tool - WebHIVE 



Attack pattern of WebHIVE 

Attack traffic 
from Client’s 
SRC IP 



The challenge of mitigation 

 GET /?id=<random value>&msg=<constant message> HTTP/1.1 

Host: <Victim domain> 
Connection: keep-alive 
Accept: image/webp,*/*;q=0.8 
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_9_4) 
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/37.0.2062.124 Safari/537.36 
Accept-Encoding: gzip,deflate,sdch 
Accept-Language: en-US,en;q=0.8,zh-TW;q=0.6,zh;q=0.4 

Cookie: _pk_id.19F236C2-8EE1-AB85-C47B-
E2516D1D5AEC.7cc5=33ee64db654ad0cd.1383814595.4.1385705542.13851313
90.; Hm_lvt_afc503f51323bcd69e0fb1bed230c988=1408001287;  

GET /?id=1412739384587&msg=We%20are%20Hackitvist HTTP/1.1 

Random Query 
string(including ?id and 
msg), force no cache 

Learn from 
existing 
browser 

Signature base 
detection no long 
to work!?!?  

Bypass the 
source host 
verification!
?!? 



• No need to install extra things, e.g. python, java, 
.NET, library, etc 

• Cross platform available e.g. including Smart 
Phone, Windows, IOS, Mac, etc 

• Easy to share 
• No significant/interesting signature 
• Any one can build the code with free online tools  
   (e.g. pastehtml.com, pastebin.com, etc) 
• Customize,  e.g. auto-run script, hidden inside 

webpage 
 

 
 

Web base Attack Tools VS traditional 
attack tool 



Risk and Impact 

Smart Phone Client computers 

If it is auto-run 
script behind the 
page 



Botnet + WebHive 

Web server under Attack 

Botnet 

Smart Phone 

Client computers 

Attacker / Hacker 

Remote control 

ATTA
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Access the web 
page 

Access the web 
page 

ATTACK 



Persistent cross-site scripting(XSS) 
used and injected into <img> tag   

Ref: http://www.incapsula.com/blog/world-largest-site-xss-ddos-zombies.html 



Facebook Notes to DDoS any website 





Botnet + WebHive + Injected Web 
server 

Hacked Web server 

Web server under Attack 

Botnet 

Smart Phone 

Client computers 

Attacker / Hacker 

Remote control 
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Access the web 
page 

Access the web 
page 

ATTACK 



Layer 7 Amplified attack - XMLRPC 



Attacker amplify the DDoS Attack from 
single computer 

Web server under Attack 
Attacker / Hacker 

The Attack is amplified few 
times 

Send pingback request to vulnerable 
WordPress site Lists  

Vulnerable WorPress site 

Vulnerable WorPress site 

Vulnerable WorPress site 

By default, the 
pingback is 
enable  



Impact and Risk 



Online checking for WordPress site 



• Any WordPress site with Pingback enabled can be 
used in DDoS attack against other sites 

• By default, the pingback is enabled 

• From some hacker forums, they already provided 
the attack tool and vulnerable WordPress List 

• Statistics from Spider Lab, it is more than 162,000 
site used in DDoS attack (March 2014) 

• The vulnerability in WordPress’s XMP-RPC API is 
not new, it is over 7 years ago!!!! 

 

WordPress XML-RPC PingBack 
Vulnerability 



Attack Representation 

Hacked Web server 

Web server under 
Attack 

Botnet 

Smart 
Phone 

Client computers 

Attacker / Hacker 

Group of vulnerable  
WorPress servers 

Remote control 

ATTA
C

K
 Access the web 

page 

Access the web 
page 

ATTACK 

Send pingback request to vulnerable 
WordPress site Lists  



• Who are the victims today? 

– Web server under attack 

– People who open the injected/hacked web page 

– vulnerable web server amplify and forward the 
attack 

• The Trend of cyber war is changed, WE need to build 
up our security sense to prevent the attack from us 

• Information security start from everyone, today!!! 

 

 

 

 

 

Conclusion 



Thank You! 

 
tony.miu@nexusguard.com 

http://www.nexusguard.com 

 

Technical detail please visit 

 http://miutony.blogspot.hk/ 

 


