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What is happening in the Internet?

“As of Apr 2016, it is estimated that there 

1,083,252,900 websites on the Internet 

today.”

Netcraft Web Server Survey April 2016

“Average vulnerabilities per site varies 

from 5 (in Manufacturing) to 32 (in IT).”

WhiteHat Website Security Statistic Report, 2016
Assuming just 1% of websites Assuming just 1% of websites 

drive commerce, it is really 

attractive to attackers to attack 

web applications



What is happening in the Internet?

Verizon 2016 Data Breach 

Investigations Report



How do we tackle this threat?
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Security by Design
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Security requirements on 

web application 

developments are 

developed for user 

departments’ reference.

Sample tender 

specifications are 

provided for reference.



Secure Coding and Hardening
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Secure Coding Practices 

are provided to developers. 

Pseudo Codes are included.

Security Hardening 

Configuration Standards 

are developed for various 

web server platform.



Pre-Production Vulnerability Scan
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Pre-Production Vulnerability Scan is the 

cornerstone of our web application 

security strategy

All web applications / websites need to 

pass through vulnerability scan before 

production

It is a credential / authenticated scan
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Virtual Patching
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Regular Vulnerability Assessment

Security by 

Design

Secure 

Coding & 

Hardening

Pre-

Production 

Vulnerability 

Assessment

Virtual 

Patching by 

WAF

Regular 

Vulnerability 

Assessment
Web 

Application 

Security

• Pre-Production Scan can only provide a 

snapshot. A regular vulnerability 

assessment is required in accordance with 

our security policy.

• Black Box Web Application Vulnerability 

Scanning from external IP addresses 

• Understand security state of an 

application from the outside looking in. 

• Will not exempt scanners’ IP 

addresses on any security products 

like IPS / WAFs

• No system / application credential is 

required



Points to be noted in Vulnerability Scan



Some Useful Tools

Open Source Vulnerability Scan Tools Free Online Scan

Free Tools Useful in Vulnerability Scan Commercial Vulnerability Scanners



THANK YOU!

Your Logo


