
Appendix 2 

1) K3 five card stud (pname: com.showhand.k3 ) 

This app has some malicious activities, such as obtain SIM operator name, obtain SIM serial number, obtain SIM status, obtain geo-location information, 

obtain WiFi configuration, obtain Bluetooth information and obtain device information,etc. 

 

a) obtain SIM operator name 

   

b) obtain SIM serial number 

 

 

c) obtain SIM serial number 

 

 

d) obtain geo-location information 

s 

 

e) obtain WiFi configuration 

 

f) obtain Bluetooth infomation 

 

g) obtain device information 

    
 

 

 

 

 

 

 

 

 



2) 天堂戰記 (pname:com.enjoygame.ttwyft) 

This app has some malicious activities, such as obtain SIM status, obtain geo-location information, obtain WiFi configuration, obtain device information, 

read phone number, and connect to the Internet,etc. 

 

a) obtain SIM status 

 

 

b) read phone number 

 

 

c) obtain geo-location information 

 
 

d) obtain WiFi configuration 

 
 

e) connect to the Internet 

 

 

f) obtain device information 

 

 

 

 

 

 

 

 

 



3) 億次元(com.jidongnet.oku.jdwan)  

This app has some malicious activities, such as obtain SIM operator name, obtain SIM serial number, obtain SIM status, obtain geo-location information, 

obtain WiFi configuration, connect to the Internet, and send out phone information,etc. 

 

a) obtain SIM operator name 

 

b) obtain SIM serial number 

 

c) obtain SIM status 

 

d) obtain geo-location information 

 
e) obtain WiFi configuration 

 

f) connect to the Internet 

 
g) send out phone information 

 

 

 

 

 

 

 

 



4) Lucky Patcher (pname:catalog.lucky.patcher.root.download.user) 

This app has some malicious activities, such as obtain SIM operator name, obtain SIM status, obtain geo-location information, obtain WiFi configuration, 

obtain device information, and connect to the Internet, etc. 

 

a) obtain device information 

   

 

b) obtain SIM operator name 

 
 

c) obtain SIM status 

 

 

d) obtain geo-location information 

 

 

e) obtain WiFi configuration 

 
 

f) connect to the Internet 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



5) GoGoVan (pname:gogovan.GoGoVanClient2) 

This app has some malicious activities, such as obtain SIM status, obtain geo-location information, obtain WiFi configuration, obtain network information, 

and send out phone information,etc. 

 

a) obtain SIM status 

 

 

b) obtain geo-location information 

  

 

c) obtain WiFi configuration 

 

 

d) obtain network information 

 

 

e) send out phone information 

 

 

 


