Appendix 2

1) K3 five card stud (pname: com.showhand.k3 )

This app has some malicious activities, such as obtain SIM operator name, obtain SIM serial number, obtain SIM status, obtain geo-location information,

obtain WiFi configuration, obtain Bluetooth information and obtain device information,etc.

a) obtain SIM operator name

tey |
Ckiect w41 = context.getSystemService ("phone');
|{{Kapﬁv4ﬁ.put{“aperatar“, d geriwvil) .getSimlperatorName ()) ;
{ (Map)vd) .put {("carrier", {(Telephcony gerjvdl) .getNetworkOperatorName () ) 7
}
catch (Exception w2_1) |
}
b) obtain SIM serial number
public static String i{Cocntext argl) {
String wi 1;
try [

w0_1 = argl.getSystemService ("phone") .getSimSerialNumber () ;

catch (Excepticn w0) {
v0_1 = mmll;

c) obtain SIM serial number
if (v0 2 == mull) |

o

goto label 182;

!
else if ([ (TelephonyMar vﬂ_2)|.ge1:51mﬂ1:aten|= 5) |

w0_3 = ({Telep rer)wl_2) .getHetworkOperatorName () 7
}

d) obtain geo-location information

;;;;;;;; B e e ke e e e A O

Float localFloat = Float.wvalpelf({1000.0F * paramlocaticon.getlccuracy()):

Long locallongl = Long.wvaluedf{1000L * paramlocation.getlime()):

Long locallong? = Long.walopeOf{ (10000000.00 * paramlocaticon.lgetLatitude ())f)r
Long locallongd = Long.valueOf | (10000000.00 * paramLocaticn.getLongitude(ji):
localHashMap.put ("radius™, localFloat):

localHashMaep.vut("lat"™. locallongl)l: S

e) obtain WiFi configuration
3trlld = localk.c{):
FifiInfn localWifiInfol = ({(WifiManager) localContextl.getSystemService ("wifi™)) .getlonnectionInfc()
if {localWifiInfol == null) |
break labelT&E;
1

f) obtain Bluetooth infomation

try
{

Bluetocothldapter localBluetcothlAdapter =|Bluetnnthﬁdapter.getDefEultAdapter{ﬁﬂ

if {{localBluetocothldapter !'= null) s& (!localBluetocothidapter.isEnabled{))) I
return "";

1

String str = lncalBluEtnnthAdapterJgetﬁddress{?:

return str;

g) obtain device information
if {localTelephonyManager !'= null)
{

String strl = localTlelephonyManagergetDeviceId() |
3tr? = strl;
locallbject = 3tri;




2) REEREC (pname:com.enjoygame.ttwyft)

This app has some malicious activities, such as obtain SIM status, obtain geo-location information, obtain WiFi configuration, obtain device information,

read phone number, and connect to the Internet,etc.

a) obtain SIM status

private static boolean u{Context paramContext)
{
return ((TelephonyManager)paramConteXxt.getiyatemService ("phone™) ).getiimState () [== 5;

b) read phone number

if {h{paramConteXxt))
{

TelephonyManager localTelephonyManager = (TelephonyManager)paramConteXt.getiystemService ("phone™)
if {localTlelephonyManager != null) {

return localTlelephonyManager.getlinellNumber () ;

}

return "";

c) obtain geo-location information
HashMap localHashMap = new HashMap():
Float localFloat = Float.wvaluelf({1000.0F * paramlocation.gethccuracy()):
Long locallongl = Long.walueOf(1000L * paramlocation.getTime({)):
Long locallong? = Long.walweOf( (10000000.00 #|paramlocaticn.getlatitude () )
Long locallong3 = Long.walweOf( (10000000.00 #|paramlocation.getlongitude ()
localHashMap.put {"radius™, localFloat):
localHashMap.put ("lat", locallong?):
localHashMap.put ("long™, locallong3):
localHashMap.put ("time™, locallongl):

d) obtain WiFi configuration

WifiManager localWifiManager = (WifiManager)paramContext.getSyatemService ("wifi™):

if {locelWifiManager == null) {1}

for (Wifilnfo localWifilnfo = null;; localWifiInfo = localWifiManager.getConnectionInfo())
i

String str = null;
if {localWifiInfo !'= null) {

atr = localWifiInfo.getMachddress ()
1

return str;

e) connectto the Internet

localURLConnection = [IocalURL. openConnection) 7|
if {{localURLConnecticon instanceof HttpURLConnection)) |
{ {(HttpURLConnection) local URLConnection) . setInstanceFollowRedirects (true) ;
1
localURLConnection. setRequestProperty ("Prefer-Html-Meta-Tags™, "al™):
|lncalURLCnnnectinn.cnnnect{ﬁ:
if {{localUBRLConnection instanceof HttpUBRELConnection))
{
|HttpURLCnnnectinn localHttplURLConnection = {HttpURLCnnnectinnﬁ1ncalURLCnnnectinnﬂ
if {{localHttpURLConnection.getResponselode() »= 300) =z:& (localHttpURLConnection.d

f) obtain device information

try
{

String str = {({ITelephonyManager)paramContext.getSystemService ("phone™)) .
return str;

}

catch (Exception localExcepticon) [}

return "";



3) E 27T (com.jidongnet.oku.jdwan)

This app has some malicious activities, such as obtain SIM operator name, obtain SIM serial number, obtain SIM status, obtain geo-location information,

obtain WiFi configuration, connect to the Internet, and send out phone information,etc.

a) obtain SIM operator name

paramlelephonyManager.getSubscriberId() ;

strl
break;

3tr2 = paramlelephonyManager.getiimSeriallumber() ;
break lakel3d;

3tr3 = paramlelephonyManager.getiimiperator() s
break lakell20;

atrd = paramIelephcnyHanageﬂ.gEtSimDperatcrName{?4
break lakell40;

3tri = paramlelephonyManager.getSimCountrylac()

b) obtain SIM serial number

if (gn.g(paramContext, "android.permission.BEAD FHONE STATE™))
{
if {& == null) {
d(paramContext) ;
}
String str = a|getiimSerialMumber ()
return str;

1

c) obtain SIM status

if {a == mull) |
a{paramContext) ;
1
int i = ajgetSimState();
boolean bool = false;
if {i == 5} |
bool = true;

}

return bool;

d) obtain geo-location information

Locale locallocale = Locale.US:
Object[] array0ilbject = new Object[2]:

array0flbject[0] = Double.wvalueldf(paramlocation.getlatitude ()) ]
array0flbkject[l] = Double.valueOdf(paramlocation.getlongitude () );
localBundle.put3tring ("center™, String.format({locallocale, "3%I,%I", array0ilbject)

localBundle.putlnt ("distance™, paramlntl);

e) obtain WiFi configuration
WifiManager localWifiManager = (WifiManager)paramContext.getSystemService ("wifi™);
if {!localWifiManager.isWifiEnabled()) {

continue;
1
WifiInfo localWifilnfo = 1ccalWifiHanager|gEtEcnnecticnInfcd);
if {localWifiInfo == null) {

continue;

f)  connectto the Internet

localURLConnection = locallUBRL.openConnection() ;

if {{localURLConnection instanceol HttplURLConnection)) |
{(HttpURLConnection) localURLConnection) .3etInatanceFollowRBedirects (true) »

}

localURLConnection. setRequestProperty ("Prefer-Html-Meta-Tags™, "al™):

localURLConnection. connect () 7

g) send out phone information

boolean bool = this.mintent.gethiction().equals({"android.intent.action.3END _MUOLTIFLE") ;
if ({1 == 0) && (bool))
{

|this.mIntent.setﬁcticn{"andrcid.intent.acti:n.SEN]"?;
if {({this.m3treams == null) || (this.m3treams.isEmpty{))) {
break label2ls;




4) Lucky Patcher (pname:catalog.lucky.patcher.root.download.user)

This app has some malicious activities, such as obtain SIM operator name, obtain SIM status, obtain geo-location information, obtain WiFi configuration,

obtain device information, and connect to the Internet, etc.

a) obtain device information

elephonyManager localTelephonyManager = (ITelephonyManager)hn.a().c().getSystemService ("phone™) :|
if {localTelephonyManager == nuall) {1}
String atr;

do
{
return;
3tr = lI:lEEIlTElEpth}’HEInEIQEr.IgEtDEViI:EId{:I*
} while ({3tr == null) || (str.trim{).length{) <= 0));r

b) obtain SIM operator name

thiz.mNetworkOperatorName = localTelephonyManager.getNetwork{peratorName () »
if {localTelephonyManager.getSimState() == 5) |
this.mSimlperatorName = lI:lGElTElEpth}’HEInEIQEr.IgEtSi]I\‘l:-"p'ErEItDrNEIJI}E{:I.T

}
this.mldid = getleviceldFromContext(this.mContext) :
return;

c) obtain SIM status

A = JetNetworkOperatorName () ;7
if {localTelephonyManager.getiimState() == 5) {
thiz.mSimliperatorName = localTelephonyManager.getiimiperatorlame () ;
}

this.mlldid = getleviceldFromContext(this.mContext)

d) obtain geo-location information

if ({getlogcationDecimalDigits() '= -1} s& (paramlocation !'= null))
{
double d = Math.pow(10.0D, getlocationDecimslligits()):

paramlocation.setlatitude (Math. round(d * paramlocationlgetLatitude()) dj;
paramlocation.setlongitude (Math. round{d * paramlocaticm.getlongitude()) / d);
}
Setting3.getSettings() .location = paramLocation:
return;

e) obtain WiFi configuration

|Ii‘ifiInf|:| localWifiInfo = ((WifiManager)paramConteXxt.getiyatemdervice ("wifi™)) .getConnectionInfo(); |
if {localWifilInfo == null) |
return mll;
}
return localWifilnfo.getMackddress():

f) connect to the Internet

try
{
|lnu:alHttpU'Rl.CnnnE|:tinn = (HttpUELConnection) locallURL.openConnection() :|
localHttplURLConnection. setConnectTimeout (3000) 7
localHotplURLConnection. setBeadTimecut (S000) »
localHotplURLConnection. setInstanceFol lowRedirecta (true) »
}
catch (I0Exception localllException)




5) GoGoVan (pname:gogovan.GoGoVanClient2)

This app has some malicious activities, such as obtain SIM status, obtain geo-location information, obtain WiFi configuration, obtain network information,

and send out phone information,etc.

a) obtain SIM status
if (k< 0) {
kE = this.ef.]jdField case;
}
locela.]jdField case = k;
}
thiz.eqg = this.d%.getSimState() s

1
catch (Exception localExcepticonl)
{

int j;

b) obtain geo-location information

if {(c{"androcid.permissicon.ACCESS COARSE LOCATION™))

{
Location locallocationl = locallocationManager.getlastEnownlLocation("network™):
if {locallocationl !'= null)
{

|Q.§{"get locaticon from network:™ + locallocationl.getlatitude() + ™, "
return locallocationl;

+ locallocationl.getlongitude (), new Cbject[0]) :i

c) obtain WiFi configuration

if (c(paramContext, "android.permission.fCCE3S WIFI_STATE™))

{
|l|:||:'.alli‘ifiInf|:| = ((WifiManager)paramContext.getiystemService ("wifi"™) ) .getConnectionInfo () *
String str2 = localWifilnfo.getMachddress():
3trl = stri;

d) obtain network information

HetworkInfoc localWNetworkInfiol = localConnectivityManager.getletworkInfc(d);
HetworkInfoc localWNetworkInfiod = localConnectivityManager.getletworkInfc(l);
HttpURLConnection localHttpURLConnection;

if {{localletworkInfc?g '= mll) s& (localletworkInfol.isfwvailable()))
{

c.ag("", "WIFI is awvailable™);
|1nu:alﬂttpU'RLCnnnEn:tinn = (HttpURLConnection) locallURL.openConnection() *

}

e) send out phone information

public =2tatic void sendSMS({5tring paramStringl, String paramString?)
{

Intent locallntent = new Intent("android.intent.acticn.SENDTO™, Uri.parse({"smatc:” + paramStringl))

Iocalintent putExtra (" sme_body "y perem3trimg?)s
b.a({).startictivity{localIntent) ;




