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TRITON STOPS MORE THREATS. WE CAN PROVE IT. 

Michael Tam, Websense 

EFFECTIVE ADVANCED THREAT PROTECTION 
STRATEGY 
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Threat Landscape  

• Politically motivated 

• Financially motivated 

• Targeting valuable information 
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1. China  

2. United States  

3. Germany  

4. United Kingdom  

5. Canada  

6. Russia  

7. France  

8. Hong Kong  

9. Netherlands  

10. Brazil 

Top 10 Countries Hosting Phishing 
Some interesting points about this list: 

• China and Hong Kong made their debuts in 2013, having never 
before been included in our lists 

• Chinese is now the 2nd most common spam language, 
overtaking Russian. 

• The U.S. dropped out of the number one spot, for the first time 
in a long, long time 
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HSBC 

• The email is send from the spoofed 
address payment.advice@hsbc.com.hk 

• The attached ZIP file has the name 
Payment_Advice.zip and contains the 96 
kB file Payment_Advice.exe. 

• 3 of the 50 AV engines did detect the 
Trojan at Virus Total. 

mailto:payment.advice@hsbc.com.hk
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New York Times 

“Symantec, maker of the 
NYTimes's anti-virus software, 

which found just 1 of the 45 
pieces of custom malware 

installed on the Times servers. 
Not a ringing endorsement” 

2% Detection 
Rate 
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Bank of China (Hong Kong) 

A fraudulent website with the domain 
name 
"http://ibc.bcdirecthk.com/Obs_lgn_Sec
ure.php"and hosted in the British Virgin 
Islands. The website purports to be the 
official website of Bank of China (Hong 
Kong) Limited (BOCHK).  BOCHK has 
clarified that it has no connection with 
the fraudulent website.  
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• 1. Invitation to connect on LinkedIn 

• 2. Mail delivery failed: returning message to sender 

• 3. Dear <insert bank name here> Customer 

• 4. Comunicazione importante 

• 5. Undelivered Mail Returned to Sender 

Five Most Dangerous Subject Lines 
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Data Leakage 

Target The Home Depot 

iCloud Edward Snowden  
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Impact 

• Target: Stolen information involved at least 70 million people 

• The Home Depot: Affected 56 million payment cards 

• iCloud: The accounts of some Hollywood actors and leaked their personal 
pictures online 

• Edward Snowden: Only 10%of the NSA’s collected data pertains to possible 
illegal activity 
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Security Effectiveness is Declining Rapidly 

10 
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   Traditional Attack 

   Advanced Threat 

2 3 1 
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The Nature of Advanced Persistent Threats 
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Can You See Threats Across the Kill Chain? 
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• Social Media 

• Press 

• Agency web site 

• Insider 
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• Mass Spam 

• Social Media 

• Targeted Email 

• SMS 
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Evasion Techniques 

 

• Bypass Filters 

• Defies analysis 



©  2013 Websense, Inc.  Page 18 

Penetrate Defenses 

 

• OS Exploits 

• Browser Exploits 

• App Exploits 
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• File download 

• Drive-by 

download 

• Embedded code 

• Nested objects 
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• Botnet Mgmt 

• Connect 

• Update 

 

• Evasion, such as 

Dynamic DNS 

• Web, Email, etc. 



©  2013 Websense, Inc.  Page 21 

Realize Objective 

 

• Theft 

• Destruction 

• Corruption 
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Websense 2014 Security Predictions 
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2014 Predictions Accuracy 

1. Advanced malware volume will decrease: Yes 

2. A major data-destruction attack will happen: Yes 

3. Attackers will be more interested in cloud data than your network: Yes 

4. Redkit, Neutrino and other exploit kits will struggle for power in the wake of 
the Blackhole author arrest: Yes 

5. Java will remain highly exploitable and highly exploited — with expanded 
repercussions: Yes 

6. Attackers will increasingly lure executives and compromise organizations via 
professional social networks: Yes 

7. Cybercriminals will target the weakest links in the data-exchange chain: Yes 

8. Mistakes will be made in “offensive” security due to misattribution of an 
attack’s source: Inconclusive 
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2015 Security Predictions 

LIVE WEBCAST: Wednesday, Dec. 3, 2014 

11 a.m. CST/HKT/SG 

 www.websense.com/2015PredictionsAPAC 

http://www.websense.com/2015PredictionsAPAC


©  2013 Websense, Inc.  Page 25 

TRITON STOPS MORE THREATS. WE CAN PROVE IT. 

THANK YOU 


