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Pilot Partnership Programme for Cyber Security Information Sharing
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Accelerating The Cloud On-Ramp
With Security-Driven Networking

Until recently, data moving betwesn
different data centers reprasented
barely more than 5 percent of total...

Nick Ng
Fortinet International, Inc

20195 9F 38 17:52 (BEEE)
#Cloud Security #Innovation & Tech...

EXRE

LiveZilla Live Chat Technical
Advisory

Introductionin June 2019, Cur Labs
discovered and reportad 7
wulnerabilities in Live Chat, the Mext

Nick Ng
Fortinet International, Inc

20195 0F 38 1748 (BE:E)
#Analysis #Vulnerability #Web Secur...

3 Trends Plaguing Healthcare
Cybersecurity & How To Fight

Reviewing and responding to
current threat intelligence is an
essential part of any organization” s
C...

Nick Ng
Fortinet International, Inc
201%E 08 38 1740 (ZEEH

#Expert Opinion #Healthcare

Newly Registered Domains:
Malicious Abuse By Bad Actors

Mewtly registered domains (NRDs)
are known to be favored by threat
actors to launch malicious
campaigns....

Chester Lau
PALO ALTO NETWORKS

2018= 85 275 1746 (Eg2EE)
#Al #Cloud Security #Healthcare #lo...

EREE

Secure SD-WAN Needs To Support
Your Cloud On-Ramp Strategy

Connecting the Branch to the
CloudThe expansion of the network
is about much more than adding
new devices...

Nick Ng
Fortinet International, Inc

2019=E 05 30 1748 (E2=E
#Cloud Security #Expert Opinion #In_..

MNew Vulnerabilities In Remote
Desktop Service (RDS) Affecting

Microsoft has just released patches
in its August Monthly Security
Updats for 2 newly discovered vul...

Herman LEI
HKCERT

2018E 82 155 1912 (EE2=E
#Analysis #Patching #Vulnerability

97 98

9K 98

£

CNVD-2019-30794 - EximE $EEH]

CMVD-2019-30793 - Digium AsteriskfE$EEE
F&E\ ( CNVD-2019-30793 ) ...

CVE-2019-16120 - CSV in{'ec‘tion in the
event-tickets (Event Tickets) plugin before
4.10.7.2 for WordPress exists via ...

CWVE-201%-16119 — SQL injection in the
phot_o—ga\lery%l(}\u'\u’eb Photo Gallery) |
plugin before 1.5.35 for WordPress exists ...

CVE-2019-16118 - Cross site scrigting
8(95] in the photc—galleg/ 10Web Photo
allery) plugin before 1.5.35 for Word...

CWE-2019-16117 - Cross site scrigting
8(95] inthe photc—galleg/ 10Web Photo
allery) plugin before 1.5.35 for Word...

CVE-2019-16115 — In Xpdf 4.01.01, a stack-
based buffer under-read could be
triggered in |dentityFunction=transform _

-BEAE

Analysis, Threat Intel, Trends, Cloud Security,
Malware, Exploit, |oT Security, Healthcare,
Vulnerability, Zero-day, APT, Manufacturing,
Ransomware, Web Security, Account Compromise
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Innovation & technology
(including IT security vendors)
39%

Finance & insurance
12%

Tertiary institutions
11%

Telecommunication
9%

o9
s

Professional bodies

6%
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etter
August 2019
Our Community

Distribution of Top Five Sectors

141 .
MEMBERS =

431 =

REPRESENTATIVES e e
12% 6%

Hot Discussion Topics
Top posts shared on Cyb -hub.hk with good resp from

Innovation & technology
(including IT security vendors)
39%

1

in August 2019:

iPhone Alert: Apple Accidentally Introduced A Critical Security Vulnerability In
New iOS 12.4
MAS Directive on Cyber Hygiene

New Vulnerabilities in Remote Desktop Service (RDS) Affecting Most Current

t of BlueKeep (CVE
sroksterMiner

019-0708) Becomes Imminent

Note: The above posts are accessible to members only.

Active Contributors

Our appl to the following

for their active contributions to Cybersechub.hk in

August 2019:

8 Ban CHENG g Chester LAU g Claudius LAM
Sangfor Technologies Palo Alto Trend Micro
(Hong Kong) Limited Networks TrendLabs

8 Harry POON g Nick NG Peony CHUI
SmarTone Mobile Fortinet International, Lapcom Limited
Communications Limited Inc.

August 2019 | Page 1
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Trust in, and value from, information systems

T B ; e China Hong Kong Chapter
ISOC HK's Security Smart-Space Coffee HEZFEIELE 2019 - One-Day Workshop -
Bootcamp 2019 Meetup: 1{a (REHELEEF ”E»@Iﬁ{%?{—j =2 (REBET The Latest Trends of
2NFREBEEFEE BHEFE . HeTE Mobile Application

Security and Identity
201989H15H SRS EER FLREHREEIAE 201989 H27H
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