Challenge Name: Insp3ctOr

Category: Web Exploitation
AUTHOR: ZARATEC/DANNY

Description

Kishor Balan tipped us off that the following code may need
inspection: https://jupiter.challenges.picoctf.org/problem/51418/

Hint 1: How do you inspect web code on a browser?

Hint 2: There's 3 parts

https://play.picoctf.org/practice/challenge/18



Learning outcome : Web Programming and Debug Tool o

In general a web page involves 3 types of files, e.qg. html (content), css (presentation) and js
(enhance interactive). This challenge require student to understand web programming
concept and how to use debug source code in browser

Solution
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2. Go to the Source tab and view the What
index.html, mycss.css, and myjs.js files e
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answer is ;
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https://github.com/kevinjycui/picoCTF-2019-writeup/tree/master/Web Exploitation/Insp3ctOr
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Challenge Name: Irish-Name-Repo 1 J
Category: Web Exploitation

AUTHOR: CHRIS HENSLER

Description

There is a website running at

https://jupiter.challenges.picoctf.org/problem/51593/. Do you think you
can log usin? Try to see if you can login!

Hint 1: There doesn't seem to be many ways to interact with this. | wonder
if the users are kept in a database?

Hint 2: Try to think about how the website verifies your login.

https://play.picoctf.org/practice/challenge/80?category=1&page=1


https://jupiter.challenges.picoctf.org/problem/51593/

Learning outcome : Analysis skill and SQL injection *

Some programmer may finish the program without testing, it may produce some bug

Username:

Solution

1. Analysis the webpage, and you may notice admin’ —
there are a “admin login” hidden in the

option (Red circle)

Password:

2. Use SQL injection attack (Type “admin’ - -”
-
in the username, and what ever you type

the password.)

3. You can login as admin and get the flag.

4. The answer is
“picoCTF{sOm3_SQL_fb3fe2ad}” Logged in!

Your flag is{ picoCTF {s0m3_SQL_fb3fe2ad}
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Logged in!

Your flag is{ picoCTF {s0m3_SQL_fb3fe2ad}




