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WHAT DO YOU LOSE ?
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Branding

Reputation
Payment

Delivery
Product 

Quality
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FACEBOOK AD/POST
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FACEBOOK AD/POST



EXAMPLE
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BASIC UNDERSTANDING
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ANOTHER EXAMPLE
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PROCESS TO PAYMENT
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WIDESPREAD APPLE ID PHISHING ATTACK PRETENDS TO BE APP STORE RECEIPTS

FAKE EMAIL AND PHISHING WEBSITE

14

Resource:   https://www.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-to-

be-app-store-receipts/

https://www.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-to-be-app-store-receipts/


WIDESPREAD APPLE ID PHISHING ATTACK PRETENDS TO BE APP STORE RECEIPTS

FAKE EMAIL AND PHISHING WEBSITE
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Resource:   https://www.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-to-

be-app-store-receipts/

https://www.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-to-be-app-store-receipts/
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ANOTHER EXAMPLE
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domain: applemail.com



ANOTHER EXAMPLE
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domain: applemail.com Host: applied.apple.com

Domain: appsupportmail.com



DOES SSL CERT SECURE THE WEBSITE ?
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appleid.apple.com.appsupportmail.com



21CONFIDENTIAL INFORMATION

Most attacks start on 

the endpoints

Regardless of origin, attacker will typically have restricted 

rights and will need to elevate privilege to achieve goal 

(e.g. financial or data theft, disruption, vandalism)
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CREDENTIAL THEFT

https://www.helpnetsecurity.com/2017/09/29/credential-theft/

https://www.helpnetsecurity.com/2017/09/29/credential-theft/
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PRIVILEGED CREDENTIALS

23CONFIDENTIAL INFORMATION



ENDPOINTS – THIS IS WHERE IT STARTS
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STANDARD VS LOCAL ADMIN RIGHT



SECURITY VS OPERATIONAL

OPERATIONS

IMPACT

USERS HAVE LOCAL 

ADMIN RIGHTS

SECURITY

IMPACT

Happy, 

productive users

Increased 

security incidents

LOCAL ADMIN RIGHTS 

ARE REMOVED

Increased burden on 

the support team. 

Increased calls and costs.

Contain attacks 

on the endpoint



RANSOMWARE ATTACK

*Image from ComputerWeekly and bleepingcomputer.com
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The Opportunistic Ransomware

Spear 
Phishing

C&C 
Established

Local  Files 
Encrypted

Instructions 
Delivered
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NotPetya – With Admin Privileges - Kill Chain

Requires high integrity

Checking for
privileges

Perf.dat
execution

Checking for
AVs

Modifying
MBR

Schedule a
restart

Scan for
targets

Extracting credentials
(SeDebugprivielge)

Local Admin
Rights

Domain Admin
Rights
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It Really is a Privilege Problem

Dropper 
Execution

Ransom 
Execution

Perf.dat 
Execution

Dropping
Cryptolocker.exe

Encryption
in memory

Injection to
svchost

Mapping file
To memory

System writes 
To disk

Injection to
GoogleUpdate

Encryption

Checking for
privileges

Checking for
AVs

Shadow copy
removal

Network
check

Modifying
MBR

Schedule a
restart

Scan for
targets

CRYPTOLOCKER - HIGH PRIVILEGES

GOOGLE RANSOMWARE - HIGH PRIVILEGES

NOTPETYA - HIGH PRIVILEGES
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Remove local admin rights on every layer

WiFi Routers, Smart TVs

Laptops, Tablets, 

Smartphones

Power Plants, 

Factory Floors

Routers, Firewalls, Hypervisors, 

Databases, Applications

Routers, Firewalls, Servers, 

Databases, Applications

SURPRISE!

Recommendation: Implementing Least Privileged Access



APPRECIATE IMPORTANCE OF LEAST PRIVILEGED

“Organizations should exercise the principle of least privilege for local

administrative access. The vast majority of users do not require local admin

access in the modern Windows OS. When an application or service

requires administrative privilege, the end user should log on as a standard

user, and privilege should be elevated according to policy.”

Gartner Technical Professional Advice: Reduce Access to Windows Local Administrator With Endpoint Privilege Management

“HOW” TO
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Best Practice

▪ Check Company Background/Reputation

￭ Verify URL and Company Name in very carefully

￭ Contact information

▪ Personal Data

￭ Avoid unnecessary Personal data

￭ Understand How the payment work and any third-party payment company involved.

▪ Endpoint App safety

￭ Aware any plug-in or app require to install

￭ Avoid any unauthorized App source

▪ Protect your Endpoint 

￭ Remove Local Admin Right, login as a Standard user

￭ Install Antivirus or any endpoint protection software

￭ Deploy Least Privilege Management solution for Corp Users.



THANK YOU !


