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FACEBOOK AD/POST

Smowow oo
M -Q

O Do chen s, D

This smart massager uses both heat and low-frequency electrical
pulse technology to relieve neck & shoulder pains and reduce stress. Froe Worlwide Shipping TODAY!
Can be taken anywhere to enjoy a well deserved relaxation session.

.\' / Smowow Home  Smowow™  Track Yous Order an

(») mmmmms

BRAZEFIA

smowow.com

GET IT NOW

SMOWOW.COM
The Smart Neck Massager BRAREEN

CYBER




FACEBOOK AD/POST

Useful links Contact Newsletter

Privacy Policy contact@smowow.com
i, Email address SUBSCRIBE
Refund Policy

Terms and Conditions

v @ @ » G v

CYBER 7



o) Like (D) Comment &> Share

Sponsored - @ Sponsored - @ & Sponsored - @ %* Sponsored - @
() Get relief from the neck pain with ot Say NO MSIIIQE ti :):;)er;\lsivi c':\:iropractcl):r a: Treat yourself to your own personal neck @ Cervical Vertebra Massager Instrument
massage bills wi e Neck Massager Pro
SUPER MASSAGER @& C tg di . massager ) Cervical Spine Home.: Buy it now ahttps://
.. Continue reading e RILTNGE (Cadig ... Continue reading

bit.ly/2WcVilB

Save time as th;s

O RELAXES BLOOD VESSELS, MUSCLES [Puses TENS TEEhHObgY hat |- = =
\ L) @ AND BONES FOR MAXIMUM EFI‘EBT'\ felps relieve chronic neck pala" ' ——

THESERIC.COM NECKMASSAGERPRO.COM Shoo Noi KNOTSAWAY.CO
TH p No CTRLYOUR.COM
REDUCE NECK PAIN sho Neck Massager Pro™ : KnotsAway Massager @/_

50% OFF + FREE SHIPPING




F—

& e-trending.com & e-trending.com X € & e-trending.com X € & e-trending.com
Limited Time: Free Shipping Worldwide Limited Time: Free Shipping Worldwide Limited Time: Free Shipping Worldwide Limited Time: Free Shipping Worldwide
— " . 3 HKD - . Anb6uHa Lllep6akos gy 3 HKD v —_ P E3 HKD v = o EA HKD v

We use the whole family, like

"elhd o Neck Massager

About Us Contact Us

’ Show more

If you have any questions you would like to
ask, you may check our FAQ page first, to
see if your questions can be answered right
away.

We are a small but fastest growing online
business incorporated and based in the =
Singapore that specializes in a wide variety of :
trending products.

If you still require help, please do not hesitate
and feel free to reach us at contact@e-
trending.com. We are more than happy to
answer your questions.

Contact Us

About Us Our business is setup for online sales only to

keep the costs down and pass on all of the

- savings to you. By offering our products
@eooccecccce Refund Policy online we can save you up to 70% of retail
Term of service prices. All our products are of great quality
Privacy Policy and come with a back or exchange
guarantee.
e-trending.com © 2020, e-trending.com Contact Us
|-CARE Electric Pulse ® P s . AbauLLs

We make customer service the most FAQ

D ~sL NS A RIS A1 important aspect of our business. We like to

e ' '

CYBER 9



ANOTHER EXAMPLE

r

X & knotsaway.co . N
Treat yourself to your own personal neck Show Niore Teviaws

massager KNOTSAWAY. L a & A =

... Continue reading

Away™ is an innovative brand dedicated to
ng electrical stimulation products. We launched
st product in 2019, and took the internet by

= Quick links , . ‘
@\ We have designed the most convenient solution
= for stress, chiropractic manipulation, and
- | About s 2 -
prolonged straining. Using electrical nerve
stimulation as well as the heated function, the
F Privacy Policy KnotsAway™ Band promotes blood circulation,
relieving cervical pain and stiffness, all while
Refund Policy providing a Therapeutic & Stimulating effect.
Our main priority is YOU, our customers. If you have
o N H i i 2
£ &8 i N Shipping Policy any issue with your order, or if you have a question
. \ about our product, feel free to contact us by email at
Terms of Service support@KnotsAway.co

We look forward to solving all your Neck

KNOTSAWAY.CO A & @ Vanessa from Hobbs, New Mexico - . 3
KnotsAway Massager rt ’) Recehtly BoUGHt KNGtEAWEY™ Massaoer problems! Follow us on your favorite social media
- O —— e e e platform for our latest updates:




e ——
PROCESS TO PAYMENT X & awww.ctrlyour.com cee

= CTRLYOUR Q M
#% Ctrlyour-Ins Size: One Size v
%* Sponsored - @
& Cervical Vertebra Massager Instrument Color: Same Picture Color W
Cervical Spine Home..  Buy it now ahttps://
bit.ly/2WcVilB - 1 §

ADD TO CART

BUY IT NOW

View product details

© CTRLYOUR

L/ T

CTRLYOUR.COM

- R oD D0 — o e
@ Cervical Vertebra Massager | Shop Now | = DI @

Instrument - = —




Cart > Information > Shipping > Payment

Method FREE Worldwide Shipping - Free Change

Payment

All transactions are secure and encrypted.
o Credit card visa (@i and more...
Card number E
Name on card

C Expiration date (MM / YY) Security code 0

P PayPal

Billing address

Select the address that matches your card or payment method.

o Same as shipping address

Use a different billing address

Remember me

Save my information for a faster checkout

< Return to shipping Pay now




A /. May | keep young

e -Q
BRFAGIRF p] LAREE : SREVEMSIRETRIR
https://www.mayngan.com/products/mytrex-ems-neck-massager

BRBERERE > AERERRE - BREER  HEAEASENS
RS & EREBRRBRRGE  REEME DRAMEMSIRERIIR BIZE
& ARASBEEN  ERERAEBLRERMEMSIRERIE - &
2 ? AR —BIH T URRILER - HRMIREMIRIRE - TR
FRBERERS BN - RARMTRHERR ZEHANFRLE
AR (AREERAESSIEANA) RBGR - HRFMER G RRIRE - —&
PR !

(») mmsmmes

REEE

mayngan.com

MAYNGAN.COM
mytrex ems

REEE

8

~

3

T 0000

78] i fi 3t

(ERLEBUL

Facebook ¥H HREER BWLR BFXEHE RKREER REES

’ @ mayngan.com/products/mytrex-ems-neck-massager?fbclid=IwAROIt_b3HKSSM8syxj6PEsxnbCvzozL.. [ r @ =

SHKDY @¥mexy Q @ 2 &

EFRE Y NARY BRIABE FAAEER

Mytrex EMS R ZASEER IR EE 23
(AXEE)

O

(

2[5 - WHS600% MR (B MitE) N

| A @
HK$699.00 HK$899.00 (o
y U™

(MK - IRk 5-7 EIFEXRN)

& 5 +
TR

QO MAEKHE

May | Keep Young
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FAKE EMAIL AND PHISHING WEBSITE

WIDESPREAD APPLE ID PHISHING ATTACK PRETENDS TO BE APP STORE RECEIPTS

=3 = Re: [ Receipt Purchase ] New Statement - Thanks for your order [ Your invoice from Apple ] Confirmation payment on 11 December 2018 -... ? B - 0O %
MESSAGE

Tue 12/11/2018 10:21 AM
Apps Store <no.replysysteminvociex197521confirm@secureidmsapple.com>
Re: [ Receipt Purchase ] New Statement - Thanks for your order [ Your invoice from Apple ] Confirmation payment on 11 December 2018

To  noreply@mail. apple. com

Message G Gball_pool_stash_of_coins_Receipt_ID_#KSJEE9B07E pdf (52 KEB|

Thank vou, Your order will be processed. Open Attachment for more details.

0 See more about Apps Store, -



https://www.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-to-be-app-store-receipts/

FAKE EMAIL AND PHISHING WEBSITE

WIDESPREAD APPLE ID PHISHING ATTACK PRETENDS TO BE APP STORE RECEIPTS

[allae|@] = |
/[ Your receipt purchase cc X \\
C | @ file:///C:/Users/User/Desktop/8ball_pool_stash_of_coins_Receipt_ID_%23KS)J889B078.pdf Y| i |enton1l Decernber 2018 -... T H - O X

Tax Invoice

Thanks to Purchasing!
BILLED TO

Credit card

DATE Dnego come TOTAL
11 December 2018 88/1160 creek rd $30.99
Carina Heights, QLD 4152
ORDER ID DOCUMENT NO. AUS
KSJ8898078 135116838084
App Store TYPE

9 8 Ball Pool™, Stash of Coins
,,0 Report a Problem

es with this transaction?
If you haven't aut ed this transaction, click the link below to get full refund:
http/idmsa.dpple.com/IDMSWebAuth/signin?orderlD=KSJ8898078

-~

Copyright © 2018 Apple Pty Ltd.
All rights reserved

Resource: https://www.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-to-
be-app-store-receipts/

CYBER 15



https://www.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-to-be-app-store-receipts/

@ Manage your AppleID - X

“ C | 8 Secure

Apple ID

iPhone Watch

This Apple ID has been
locked for security reasons.

Music

You must unlock your account before signing in.

Unlock Account

Support

& Confirm your information X

iPhone

-

Account Verification
Your Apple ID is

Music

Support




°  https://appleid.apple.car X

@ Manage your AppleID - X

— C | & Secure
[

Apple ID
Apple ID

\

< X | @ Secure g

Mac iPhone Watch Support
T

Account Verification
Your Apple ID is '

Account Verification Complete

Please wait while we restore your account access...

For your security you will automatically be logged out.

3
1=}
&5
v
Y
]
l

v
v
v
=]
=
n
5
=
al

Waiting for appleid.apple.com..




domain: applemail.com

@applemail.email>
Subject Your Apple ID waS~egged indd"trom a new browser.

4 Reply | <& Reply All ~ || = Forward || More ~

From Apple <noreply3

0

s

You recently made a request to change or add a new payment method on your Apple ID
( ). For your protection, your Apple ID is automatically locked.

Please click the link below to continue using your Apple ID.
Unlock Apple ID >

Date & Time: 19 March 2018, 4:26 AM (GMT+10)
Browser: Firefox for Linux

Sincerely,

Apple Support

This message is intended for sharp@spic.com.au znd may contain privileged information or confidential information or both. if you are
not the intended recipient please delete it and notify the sender.

My Apple ID | Support | Privacy Policy

Copyright © 2017 Apple Pty Limited Level 13, Capital Centre, 255 Pitt Street, Sydney
NSW 2000, Australia.




domain: applemail.com Host: applied.apple.com
Domain: appsupportmail.com

From Apple <noreply3{@applemail.email> # Reply || < Reply All | ~ || = Forward | More ~

& Signin X +/ \ @

« cPloe M DPSUDDO ) w @ || Q search s e P =

Subject Your Apple ID wa

To

iPhone Watch Support

You recently mg
(
Please click the
Unlock Apple [

Date & Time: 19
Browser: Firefo

Sincerely, Manage your Apple account
Apple Support

This message is intende
not the intended recipie

My Apple ID | S

Copyright © 20
NSW 2000, Aug




appleid.apple.com.appsupportmail.com \
& Signin X | =+

33 C @

OF Wil H/appleid.apple.com.appsupportmail.comiEl]
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CREDENTIAL THEFT

USERNAME

IDENTITY F~~—=_ | ACcCOuUNT

PASSWORD



https://www.helpnetsecurity.com/2017/09/29/credential-theft/

PRIVILEGED CREDENTIALS

= Bloomberg Subscribe

Cybersecurity

Uber Hack Shows

Vulnerability of
Software Code-
Sharing Services

= @CBSNEWS

"WannaCry" ransomware attack
losses could reach $4 billion

w
@ InformationWeek

DARKReading

Impact and prevalence of
cyberattacks that use stolen
hashed administrator
credentials

THE WALL STREET JOURNAL
Malware Targets
Vulnerable Admin

Ehe New otk Times

Attack Gave Chinese Hackers
Privileged Access to U.S. Systems

Accounts

CYBER

= Forbes P

Grasping The Problem
With Privileged Accounts

Y2 CNBC

aw BUSINESS.

Every single Yahoo
account was
hacked - 3 billion in

England’s NHS hit by large scale all
cyber attack

The Capital One breach is unlike any
other major hack, with allegations of a
single engineer wreaking havoc

FINANCIAL TIMES

Retail sector

New Credential-Theft Attack
Weaponizes DNS

cyherscoop

Hus's;ian government hackers used
office technology to try to breach
privileged accounts

MoNTREAL
GAZETTE

Desjardins: Rogue employee
caused data breach for 2.9
million members

The recently discovered campaign sends stolen data out of the network
as part of a DNS query.

A new credential-theft attack campaign is using DNS to exfiltrate data. The

Privileged Account Details Are
Often Shared and Can Be a

NIST Creates New Guidelines Woeak Entry Point for Attackers

for Managing Privileged
Accounts

CSO .
verizon’

Annual Data Breach Investigations Report

Privileged Comes with Peril
in World of Cybersecurity

Privileged Account Details Are
Often Shared and Can Be a Weak
Entry Point for Attackers

CONFIDENTIAL INFORMATION

23



ENDPOINTS = THIS IS WHERE IT STARTS

@ 4 EHH Users & Groups Q

WiEEIEEN] Login tems

Current User

Kirk McElhearn
Admin

¥ Other Users

=5 Ralph W. Emerson
(D Admin

Guest User
Login only

» Groups

Contacts Card:  Open...
V| Allow user to administer this computer

ﬁ Login Options
Enable parental controls = Open Parental Controls...

[J Click the lock to make changes.

Kirk McElhearn Change Password...

i'
s Manage Accounts

- w

K

2

T 8, - User Accounts » Manage Accounts

Choose the user you would like to change

pcunlocker

Local Account
Administrator
Password protected

david

Local Account
Password protected

Add a new user in PC settings




STANDARD VS LOCAL ADMIN RIGHT




SECURITY VS OPERATIONAL

USERS HAVE LOCAL LOCAL ADMIN RIGHTS
ADMIN RIGHTS ARE REMOVED
Happy, Int(;]reased bt:rtden on
OPERATIONS productive users € support team.

IMPACT =
(ann)

Increased calls and costs.

Contain attacks
on the endpoint

Increased
SECURITY security incidents

IMPACT }{




RANSOMWARE ATTACK

‘[{/LI 011
d] U?OU

HVNVS()Aﬂbmaﬂi)l:i w;%

w110 100 1101007

*Image from ComputerWeekly and bleepingcomputer.com

CYBER
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The Opportunistic Ransomware

Spear C&C

Phishing Established

Local Files
Encrypted

Instructions
Delivered

<

CYBERARK’




NotPetya — With Admin Privileges - Kill Chain

Requires high'integrity

Extracting credentials
(SeDebugprivielge)

- o .
5 (6 T & 2 ee®

n &
Perf.dat Checking for Checking for Modifying Schedule a Scan for
execution privileges AVs MBR restart targets
Local Admin Domain Admin
Rights Rights

<

29 CYBERARK’
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It Really is a Privilege Problem

Lx

Dropper
Execution

Lx

Ransom
Execution

L

Perf.dat
Execution

A
CRYPTOLOCKER - HIGH PRIVILEGES >

Dropping
ptolocker.exe

Injection to Mapping file En

svchost

cryption

System writes
To disk

¥ . GOOGLE RANSOMWARE - HIGH PRIVILEGES d

_
ks _4

Injection to
GoogleUpdate

"

e N

Checking for
privileges

Shadow copy
removal

CL

Checking for
AVs

Network
check

OTPETYA - HIGH PRIVILEGES

Modifying
MBR

Schedule a
restart

Encryption

Scan for
targets

<
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Recommendation: Implementing Least Privileged Access

Remove local admin rights on every layer

Routers, Firewalls, Hypervisors, & 7

Databases, Applications

Power Plai

@ Factory F

SURPRISE!

Routers, Firewalls, Servers,
Databases, Applications

<
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“HOW” TO

APPRECIATE IMPORTANCE OF LEAST PRIVILEGED

“Organizations should exercise the principle of least privilege for local
administrative access. The vast majority of users do not require local admin

Gartner; access in the modern Windows OS. When an application or service

requires administrative privilege, the end user should log on as a standard
user, and privilege should be elevated according to policy.”

Gartner Technical Professional Advice: Reduce Access to Windows Local Administrator With Endpoint Privilege Management

CIS Controls

/\ First 5 CIS Controls
Center for Eliminate the vast majority of your ™~
Cl ~ Internet Security’ organization's vulnerabilities 1: Inventory of Authorized and Unauthorized Device.
2: Inventory of Authorized and Unauthorized Software
3: Secure Configurations for Hardware and Software
4: Continuous Vulnerability Assessment and Remediation
5: Controlled Use of Administrative Privileges
—

CYBER
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Best Practice

Check Company Background/Reputation
- Verify URL and Company Name in very carefully
- Contact information

Personal Data
- Avoid unnecessary Personal data
- Understand How the payment work and any third-party payment company involved.

Endpoint App safety
- Aware any plug-in or app require to install
- Avoid any unauthorized App source

Protect your Endpoint
- Remove Local Admin Right, login as a Standard user

- Install Antivirus or any endpoint protection software
- Deploy Least Privilege Management solution for Corp Users.

<
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THANK YOU !



