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Network Security Threats

Not new issues, but becoming more risky
in Internet world...

Data Security Triad
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Network Security Threats

B intends to communicate with A...
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Network Security Threats

How to protect ...

Availability
Intrusion detection/prevention system
(IDS/IPS)
Hardware/network resilience —
Confidentiality
Access control system SSL

Network/contents encryption
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Network Security Threats

How to protect ...

@ Integrity
* Source authentication
* Network/contents encryption

® Non-repudiation
e Digital signing

» Not part of data security triad;but essential
to secure electronic transactions

A
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{
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Protection by SSL / TLS

® Secure Sockets Layer (SSL) - security
protocol to establish encrypted link
between a server (e.g. website) and a
client (e.g. browser)

@ Transport Layer Security (TLS) -

\'




Protection by SSL / TLS

Asymmetric encryption — more secure,
demand more computing resources

Symmetric encryption — more efficient, less
secure and less effective key handling




Protection by SSL / TLS

SSL uses both In setting up channel-
level security:

Uses server’'s asymmetric key pair for
authentication and to encrypt random
session key for exchange

Use decrypted
symmetric session | .
key to encrypt a —

connection session .

WEB SERVER




HTTPS and Lock Icon

HTTPS — layering of standard HTTP
data exchange over secure SSL/TLS
connection

Provides authentication of the visited
website

Protects confidentiality and integrity of
exchanged data



HTTPS and Lock Icon

Lock Icon — displayed next to URL if
website authentication passes:
SSL certificate Is issued by a trusted CA
SSL certificate iIs valid

SSL certificate information matches
domain in URL

e 'ﬁ' _:" https:/ Rvww.hongkongpost.gov.hk/

avorites Tools Help

-’
(e Hongkong Poste-Cert
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HTTPS and Lock Icon

General | Details = Certification Path

Certification path

User may display website
identification information

Show  |<All>

and certificate information - -

by clicking the lock icon e
(——/
N

& remote computer

tement for details,

bngkongpost.gov.hk

g Post e-Cert CA1- 10

www.hongkongpost.gov.hk

Issuer Statement

This connection to the server is encrypted.

Should I trust this site?

View certificates



SSL Certificate

® SSL Certificate — contains key pairs,
owner identity information, and digital
signature of Certification Authority (CA)

@ Other important attributes:
e Format (e.g. X.509 v3)
e Signature algorithm (e.g. SHA256 RSA)
e Public key size 2048-bit RSA :
¢ Serial number, CA identity, certificate usage...
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Certification Authority

@ Certification Authority (CA):

» CAdigitally signs and publishes the public
key bound to a given user

e Trustworthiness of CA Is most crucial

® Web of Trust;

e CA verifiesithe identity ofsthe website owner
before issuing SSL certificate

e Browser.trusts the CAgitrausttherissuance
process, thus trust theswebsiteridentity
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Certification Authority

Root Certificate:

Self-signed certificate to identify
the root CA

Stored at the CA In offline mode
The source of all trusts in PKI

Chain of Trust

Certificate validity is determined
by the validity of the signing
certificate, bottom up to the root
certificate




Certification Authority

® Recognized CA:

» By virtue of Electronic Transaction Ordinance
(ETO) or under Recognition Scheme

o Comply with international standards and included
In browsers’ trusted root CA store

* Possesses legal standings to prove the identify of

pames/ M f \,f an eléctronlcﬁ)ansactlon -

0 effferceme - (&> i




Good Practice

AABECDBE

e-Cert services that

U tificat | d
- e-Cert F.le_ Card meet your needs
by recognized CA e
1f your e-Cert (Personal) is going to
expire on or before 12/5/2015,
® e-Cert (Organisational)

please renew your e-Cert now. For
more information, please refer to our
relevant webpage on renewal.
[ ]
ServerS' Ub“SI | SSL
]
- - 1. e-Cert File USB - User Guides ® e-Cert (Encipherment)
2. e-Cert File Card - User Guides ® e-Cert (Server)
‘ e r I I ‘ a e a n 3. e-Cert Token User Guide @ e-Cert (Organisational Role)
. t d - t t - f . t
. 2

Users: check validity of

website certificate and
do not install untrusted
certificate

For Personal Users

® e-Cert on Smart ID Card
@ e-Cert (Personal)

For Corporate Users

This certificate is intended for the following purpose(s):

- Ensures the identity of a remote computer
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Good Practice

Key Exchange Strength

Use 2048-Dbit encryption key:
Currently the minimum standards g
RSA projected it sufficient till 2030 & 1 I
Use SHA-2 signature algorithm: G
Transition to SHA-2 is the trend

Microsoft and Google are going to
depreciate the support of SHA-1
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More Protection

® Extended Validation (EV) SSL Certificate

® Compared to SSL Certificate:
* More extensive verification of owner identity
e Same cryptographic strength

® Web browser could detect EV SSL certificate
and show URL in green bar and location of
owner

:—;‘ https.//www.paypal.com/hk/webapps/mpp/home g PayPal, Inc. [US] J

View Favorites Tools Help v
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Questions are welcome
Thank you
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