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Artificial Intelligence Leads the Way
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You Use Services Powered by Big Data and AI Already
Personalized experience, premium services, advanced insights



Copyright 2017 CUJO LLC, All rights 
reserved.



Copyright 2018 CUJO LLC, All rights reserved.

Growing Internet of Things
The number of connected devices will exceed 20 billion by 2020

Consumer and 

SMB IoT is 63% 

of total
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Attack Vectors on IoT
Smart Toys, Kettle Zombies, and Privacy Issues 

https://youtu.be/sZcsEweg5f8

https://youtu.be/sZcsEweg5f8
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New threats Numerous devices

1339 data breaches were 
registered in the US in 2017

Typical household in the US 
today has 22 connected devices

Average DDoS attack cost 
businesses $2.5M

The Internet Was Not Designed for Safety
Rapid growth leads to widespread issues

CUJO AI data, 2018ITRC, 2017 ZDnet, 2017

Vulnerable networks
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Risky Connected Experience

Global Intelligence

of devices collected at least one piece of 
personal information via the device, the 

cloud, or its mobile application 

90%

80%
of devices along with their cloud and 

mobile application components failed to 
require passwords of a sufficient 

complexity and length

of devices used unencrypted
network traffic

70%

70%
of devices along with their cloud and 

mobile application enable an attacker to 
identify valid user accounts through 

account enumeration

Source: HP Fortify
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Legacy Technologies Do Not Suffice When It Comes To 
Protecting Broadband Homes

DPI on firewall at the edge creates 

privacy concerns and drives up 

cost of broadband CPE Threat and reputation lists not 

enough to prevent zero-day phishing 

threats, ensure safe browsing and thwart 

IoT attack vectors

Endpoint security 

solutions do not address 

risks associated with 

consumer IoT devices

DNS blacklisting quickly becomes 

ineffective as a control point with trend 

towards encrypted DNS
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Limitations of Current Technology
Consumer IoT space focus

Current State of the Art What is Required

Data Collection
• Honey Pots

• Traditional threat intel gathering
• Forensic investigations

• Collect data in millions of homes

• Accurately identify IoT devices
• Model normal behaviors

Threat Detection
• DPI on Firewall at edge of network
• Endpoint solutions on LAN devices

• No DPI at the edge router

• Leverage cloud-based AI/ML 
algorithms

Identification Methods
• Reactive

• Based on what “bad” looks like
• Pattern recognition

• Proactive

• Based on what “good” looks like
• Recognize anomalous behavior

Key Components
• Smart SecOps team and systems

• Threat Lists
• Hashes

• AI/ML Algorithms

• Real-time analysis/assessment and 
categorization 

Security/Policy Enforcement
• DNS

• Endpoint Security
• Enterprise-grade firewalls

• Residential Router
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Artificial Intelligence, Machine Learning, or Deep Learning
What is the difference?

Artificial intelligence Machine learning

Deep learning

An umbrella term for all 
programs that can sense, 
reason, etc. Intelligence 
presented by machines.

A subset of AI. Algorithm that 
makes better predictions 
when given more data.

A subset of machine learning 
that uses data to learn using 

neural networks

Deep learning
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AI-Based Solutions
Human analysts cannot comprehend the amount of new data. Algorithms can.

Analyze data Spot the pattern

Deep learning

IoT devices and online 
activities create huge 

amounts of data

ML algorithms can define the 
patterns from anonymized 

data

After comparing known data with 
the new data, the algorithm can 

offer precise predictions

Offer a prediction
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Define Device 
Behavior

Fingerprint and find the 
pattern

Offer Personalized 
Security

Each device has its own 
network behavior pattern, 
depending on its category 

and specific features. 

Without knowing the pattern, 
it is not possible to properly 

protect these devices

Fingerprinting all devices 
allows the ML algorithm to 
create different behavioral 
patterns for each device 

within a network

Precisely adapt security 
controls, predict potentially 

harmful behavior, block 
threats and get notified

Device Identification with AI 
Precisely detecting all devices
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Learn network 
behavior

Create behavioral 
profiles

Learn network and device 
behavior from big data sets. 
Identify which patterns are 

known-good and known-bad

After precising which behavior 
is considered malicious, the 
ML algorithms can create 

behavioral profiles for good 
and bad device or network 

behavior

Known behavioral patterns  
are then used to block the 
threats that are showing 

malicious features

Proactive Network Security with AI
Detecting threats without decrypting DNS traffic

Accurately predict 
threats  



Learn normal 
behavior

Create content profiles

Learn appropriate and 
inappropriate content from 
big data sets. Identify which 

patterns are known-good 
(neutral, positive) and 
known-bad (insulting, 

negative).

After precising which 
content is considered 

negative, the ML algorithms 
can create behavioral 

profiles for good and bad 
content.

Block subtle and nuanced 
negative content (predatory, 

racist, bullying). Push a 
notification to alert the user. 

User data stays private - the 
notification is automated.

Contextual Alerts using AI
Detecting threats without compromising user privacy

Accurately predict 
nuance 
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Adding AI-based IoT Security Services
To a network operator’s broadband portfolio

https://youtu.be/3eycVPEQQDE

https://youtu.be/3eycVPEQQDE
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Example on what AI can do for protecting children

https://youtu.be/aTWSTujeL8E


I want My Devices to work for Me



The Ultimate Choice Powered by AI

Simple and Intuitive
Protected  
Children

Understand your network 

and know what devices 

are on it. Connect 

seamlessly, keep your 

family safe and enjoy a 

personalized experience.

Help your children build 

a healthy relationship 

with technology. 

Schedule, set limits, 

block content. Protect 

kids from threats.

Make sure your devices 

are protected against 

malware, phishing and 

other threats in and out of 

the home. No matter 

which OS or device you 

are using.

In and Out of Home
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Summary

● Current state of the internet does not fit the

needs of the users

● New devices are constantly added to home

networks

● Cyber threat landscape is growing

● Legacy security methods are not effective

● Artificial intelligence provides proactive and

private solution
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The CUJO AI Platform provides network
operators a software solution consisting of:

● AI security
● Advanced device identification
● Advanced parental controls
● Network analytics
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