BERZE RS




. WO YN

Al 5

PORIPRZERIT fERAEE T2

]S AIRE TRIY ) B EEREENENEL T 08B AR I - 1E
EIEEEE AV AT RE R e AU SRR - I F RIS Eh L -

EAERE RS EERS AREEERARERGIONEY " iR DU TR DU
AP EEIR YRR

PR E T R G AUE 2 o S B S A B SV B RS B B E
B IR - EEIEAE - RS TR L (CROBIBEE BN E - HIBAYERGHY
TEFE > RN E ARG - S BRI TR Tk 2T A HYEE

ERHERERNNE

At e HKCERT M ER S HHTEERORZEITE N B TERVRICR - IRZERIREHITEA R
E-ﬁ“ NEFAEHE IS PRIRE > F GRSV EACRAY AT 5E 1P Hibksk

BB S BIR TR aa R B R s - HRVE UGS DR ae 22 - i
ﬁ'ﬁﬁ RAFAVEB AL 127 S8R Z AIMER(E A S (D avEHE -

HKCERT %17 Information Feed Analysis System (IFAS) Z:% > Uy SERIPE B3 BL B S 1 B
HWHBEBIERHET T - BIEVR (8% 1) JEE IEUL A 5E > o] DURFSEi S Bk
FANERRZER -

BTG E 2 R AR EE e - LN RS HE R R st g Ry E

= .
E-

CEREI e kit Hatars

MHE R BUREERE ~ | FEARERTIUIE » SRS RERME— AR

T8 B 4 &% P2 o0 | AR - SRS RERYME— IP sthhERVECE
(C&C)

BBE bk FEA S ATl - SRS SR FEA S E T L IR [E H E— 1P

Mk B Y e (EAYAERT

eyl
[l
l%




FAFIVEEN - FEAFHIERFS

HAIRF AR G IO A 2 YA R BRI AR AT R AR AT » ST E e - Ff
IREFRET A A Y2 SRR SO AMHIIR S - 55 L( %) (hkcert@hkcert.org ) Z5FC( /T
AN EEE LS -

HEHERR

R EEIEA R FERAOR - PR EEUWEETTE - AR - REH A& E
EIR - NILBIREFE2E 2 A E AR R R SR iy 250 -

SREH

A Al R BT EE IR e AR ST © B S NS S B T HER A A3
i~ REH ~ BUREIERR - BRI PRI AL TE) - AL OiiA & EETEE - HRA
{58 A s 5 P A R B T P2 A AL AT R ~ B B RS - AR oA & e
AL

AR ARK

AR ER AR CC R 4.0 BUFR SRR (T AN ARG HKCERT -
R P ETEREARRENNE > FIFCTENNE - fEETHLE -

http://creativecommons.org/licenses/by/4.0/

S




5 &%

T R ettt bbbttt sttt ee 4

R o= SRR 9
1. A= R TSRS 9

1L BT ET oottt e e st e e taeeeaaean 9

2. BT LI oottt ettt e ettt ettt et e et ettt en e eneeee 11

D R g -2t TSRO 11

3. = = = TSSO T R TR PRTPRRORTT 13

T (g == TR 13

4. B BB ARIZR ettt ettt ettt et e et e et et e et e e b e e e e e e e ete e et e e saeesreesereeeares 15

4.1  FEREAIEETZEE T LAMCEC) ittt 15

4.2 B Bl BB B ettt ettt ettt e e et e e et e e e bt b e e e bt e e eat e e et e e et e e steeareeaas 16

B B ettt ettt ettt e e — ettt e e e —teeeat e ettt eeateeeaae e e tt e e bt e ebeeebeeearaeesraeesareas 18
BB L — T oottt ettt et ettt ettt e e et s e et et e eeneeneeeeeeeenaenns 18
M B 2 = T B i 5] T 725 ettt ettt ettt et e st 18
F5% 3 —ETEFEBTABAE oo ee e eee e e ee et e s e een s ees e e s eeen e 19



R

AREEE 2015 FHRINFFEHRE -

1 2015 FFEE VU - ARAEEIIME—AVAES TR RIS ILH 16,144 (1 - BUBAE [FAS 4R H
19 {EFIE WS - B A EZKE HKCERT Frig @iy Stk -

B

21,787
17,299
16,144
12,437
10,936 | Unlque security events
I I B
Q4 2014 Q12015 Q2 2015 Q3 2015 Q4 2015

1-Z2HBFEE

AL 2 RIF TR 7% 1,155 5% -
BRI Z =B

BEkas AR Z 2R A EEEATE VAL RS - U BEBER 5y
ffii:

' IFAS - Information Feed Analysis System(IFAS) & HKCERT 171245 FA(EUE A R F I EEk R 2L
HIFE AR E BN RZEIEE 72

2 1RO



B falik a3 BRRY L £ BRSNS i

18,000
16,000
14,000 Malware
hosting
6,810
' EERAH
12,000 EEREAF
17
Phishing
10,000 ing
EapekiEhinn
8,000 I
8,374 6,324
Defacement
6,000 o e Defacer
2,735 ’
4,000
1,883 2,934 3332
2,000 ’ 1,672 L7 S
1,644 1,604 1,692 1,302 o

Q4 2014 Q1 2015 Q2 2015 Q3 2015 Q4 2015

2 B fE] R 58 R 24 B RS 43415

AREER a2 B BE AL 2015 FHTUFNAE 11,348 77 /D £ 10,514 75(7%) -

A HE BN EEEAFEEERIRMERC D 34% K 24% - MY FEEIEEAR
i DA — 1 -

1F 3332 SEEVFAAENEEE M b > —(E&0AIR 4 hitsem.com 5 K B 26 Y fa k4 sl - 1085
SR 32.6%HYEY A g IR HE [ LI A - hitsem.com E—EFEIAE]HVIES - ZAE L
FETEREI B - HEZME AR ES A 4TS

HKCERT {255 Z: &M E HIZZVE B B fReB 4 -El ik 25

o HfallleeRddinsrEmitE U - DU R CAURA A

o ETHuLIE ARSI B AR

o {HIRR(EFHSFRIE M HER A AL

o  WWEAMER LA LIERESTEA - KARgrE

o EETHIEMISEIE AR o Pl EEIE

o EHUSEZ MR, IEHE A TR

® B R D R R R E A E R e



BBy 2B
TR eSS AHRRHY 2 = B A DA R

TBEEAETERITULNCRE) ZaHEMf — BRVBHAEORAEIHIEN - [[IBEE B # X
8 - X BN T EE Ak

TBREREM T el — BRIIRENVER > I THOR A 7R Resgasizesiso(C&C) HIfE

< o 2B E IR A EN

FERE a0
LU R R TR B I 0 (CRC) = S YA

TRBEAEARIZER] T O CRO)ZEFEHES

4 4
3 3
B Botnet (C&Cs)
FE e M FA2 ] LN (C&C)

Q4 2014 Q1 2015 Q2 2015 Q3 2015 Q4 2015

3 TR 25 L (CRC) % TP S

TR BEAgE TR T OB AT AT BT

AFAH 4 (RS R ORYERE © B2 IRC JEBEE&EIERI T -



TR eI T B
LUN Roia e et 2 = SR Husiss:

TBEEER BB IS ) Z 2B EE

5948

6172
5445 >626
5065

Botnet (Bots)
Je gt PRI

Q4 2014 Q1 2015 Q2 2015 Q3 2015 Q4 2015

4 -ERE G BTHIEES

TEBt B L BB B E =R - ERFE TRIEEE4Y4S 0 Bamital HYEF
ARG R - 5540 55/ URKTRFEAE4S » Bedep HXEA TR » ENAZEKREH £ T
162% (= 12)

Bamital

Bamital /¥ 2015 £E55 =R U A ARJEFRAESE - BINLA T E KRN E &L - H
BEN LR TEFGERA - WEHE T HU)(E 12) - HEZRAIZZAVHEE > +HPRE > B
FE /& Bamital EE{EyREEEH o

HKCERT M5Z A LENHTEAIRHS Bamital #2878 71 S NREAVHE - IS EE =R
BE4ESE -
Bedep

Bedep §3K&%+k§%ﬁﬁi%liﬁz~ FIRFEAELETY 2015 FILH BRIA B BLELE ST -
Bedep 2 —EREER  EGERHPEARAE TETERETENR SOBRASE 2 A ZBUI4ESS
PRI EE R T HﬁEP%%iZQ{II?aﬁE’JFEﬁ%%E ]If H o BE (i Internet Explorer
COM % - * Rtk EEfR A U e S (EE R S S T ST R -

* https://www.trustwave.com/Resources/SpiderLabs-Blog/Bedep-trojan-malware-spread-by-the-Angler-exploit-
kit-gets-political/
7



B EEHE TR R DUERUAITE - 2 e TR e SRR ey R B th A SR LY
e G - ELEIEE TR E S 0 R R R E S DR A
e EBEGELRFEREE —SHR BT EMEZBOIRRE - BT =480k
DIZahiRBUAESRTEY - BEERRERE S HIRE R BEE S BT EMA £
AR e

A EEEEEFF RASREREN - fJRES 2 E B A E S EEER
Bedep 77 #HEE B & T HYRIA BB BLAE -

X

HKCERT {5 F& fragsr i - 2im RyBpeigasy—&h o -

o REGHIEREU HH
o ZEREMAMIIRLYHETR - M e iR

o EETRENG LA 1L S S T i

o AE(HFERRN Windows %47 » St aete 28 K s

o  NE[HRNZHZLEFEHHY Windows Z2471 Sk
H 2013 4 6 A » AhOo—EHAREFICEINIRZ S4B A O A (L e Rs
DUBRTRBE4E4S - BATTRBEAISE BRI TN T » STHEIHYE 28 1 S2AV TR Be4g4s
0% BFE Pushdo, Citadel, ZeroAccess sz GameOver Zeus ©

AU TH R AR 2 BB R B PRI TEY TEfR B CHYREN 2 A 9 E e U g%
il
RO SRR IHFRF -

¢

{HF% °] HKCERT f2tivfss | (EH S EHEE 44k o
o TEREAGLE RN KA HTES]
https://www.hkcert.org/botnet




EE2HL Ve

1. EHBN

11 st
HH R E 2B S
1644 1604 1692
1302
H Unique URL

858 ME— ik

Uni IP

i
255 326
Q4 | Q1 | Q2 | Q3 | Q4 |

5- QEEEI LB
TR N
o WHENBMEREIMET  EARERERALENEAMILINE -
ATTEE & ?
o UL EHITEENEHBIR
o FEEFFHUAEIEFARAY A
o CUAMEILHIA EHVRR SRS
o (alfligs EFEEEEAY HM BN AR B AR - FIERMSE

YT A R DA R B A 48 E e



EH BN ZE B PE—484k/IPLE

5.11
3.64
2.97
2.63 M URL/IP ratio
I I ME—#dhk/IPLE
Q1 Q2 Q3 Q4

6 - $HZEL =B FE—4gIL/IP EL

Q4

LTS IE—4EHE/IP EE 7

o TELIE—EHEE RN 2R REPRLALL P HUbEE T R 2
EFEE

EEEEPIREBUREEE ?

o LDIME—{ghbEt A 2R EE A RE S AR (] Es AL
2> NEh—aElkes TR R AR e —484t

o LLIPHihEET R 2R HE R FRERB AR E ka1 E

o E(ELLAIEGS > RS KBRS

ERERR:
® Zone-H

10



2. SYFAETh

2.1 Beg&at

PIR ML B ES

7836
® Unique URL

ME—Ha ik

3332 Unique IP
2934 ME—|p
1883 1672
J 354 280 208 I 373 295
Q4 Q1 Q2 Q3 Q4

7- PIEEELR SRS
(T =AY

o PIRMENLEE T aALENS - DUEFEEERIY HAY -

ATTEE & ?

o SIEMENER TRE#e AL > EEeig EAVIEL -
o FEEFFHUAENEFARAY A

o CUAMEISHIEA EHVRR SRS

o {Alfigas ATREMLBE D AR > FIFEMIEE -

11



ISR MEIE SR E— 48 /IPEE

21.01

13.49

Q4

8- FYMAENLL S SR — 4 aL/IP L

ELTEEE—4EE/IP EE ?

EFEE
E(ELPIREBUREEE ?

14.11
6.73
5.67
Q1 Q2 Q3

M URL/IP ratio
ME—Hak/IPEL

o TELIE—EHEE RN 2R REPRLALL P HUbEE T R 2

o LDIME—{ghbEt A 2R EE A RE S AR (] Es AL
2> NEh—aElkes TR R AR e —484t

o LLIPHihbET R Z &R
o E(ELLAIEGS > RS KBRS

ERRR:
® ArborNetwork — Atlas SRF

CleanMX — phishing
Millersmiles
Phishtank

12

RERFBR AR (A s ELE



3. BREAFE

3.1 BiB%ieT
EEEATFELEEMHES
8374
6810
6324
® Unique URL
M — Ak
Unique IP
2735 ME—1p
1329
603 . 391 664 832 756
Q4 Q1 Q2 Q3 Q4

9- BEEATFELEEBE

CH
¢l
i
s
4

FrRE B E R

o FiF AL N ZEEERE - ST RV EERE S ERHALR -
o FEEFFHUAENEFARAY A

o EULHIMEAEHVEEEZIRE

o {Alfigas ATREMLBE D AR > FIFEMIE -

13



B A T X EEE—4EIE/IPEE

10.26

10.06

8.37

10- BEEAFELEBME—LGIL/P b

ELTEEE—4EE/IP EE ?

FEEE
E{EELBIRERREEE ?

4.54
I 3.40
Q4 Q1 Q2 Q3

B URL/IP ratio
ME— @/ 1P L

o TUEPAME—MEuEET ERY L 2B REIRLIL P HikEH Y2 A

o LDIME—MghtEt A 2R EE A RE R AR (] ik Es AL
2> Wh— G Efkes TR R AR 2 —484t

o LLIPHihbET R Z &R
o EfELLAIRIS » ARMES AT ARZHM:

BRI
® Abuse.ch: Zeus Tracker — Binary URL

Abuse.ch: SpyEye Tracker — Binary URL
CleanMX — Malware

MalcOde

MalwareDomainList

Sacour.cn

14

=LA

HHE

SFRERAIE A R (AR Es V=



4. TREEAEE

4.1 JE BRABES ] T (M (C&C)

4.5

3.5

2.5

1.5

0.5

TR BEAEERIZER] T O S B ARSI i

HTTP

HIRC

Q1 Q2 Qa3

11 - JEREERE (PR 10 22 R A o ffi

BRI

(1T FE AR SR 0

o JEBEGELETER] T OIS IHIE A IZERIR R A A () ieas - sk
LHGEREE RIS TEREIEE) - BINRERUE A E BB E SR A
PHETAR B % -

ATTEE & ?

o ERZIBFTENGENNT - (Afas (TR R E AT -
o {Elfigas FTREUN SR EIK & HFE BE BRI 5 HIUE {18\ Bt 155880025 -

® Zeus Tracker

SpyEye Tracker

o
® Palevo Tracker
o

Shadowserver — C&Cs

15



4.2 FEBREE S

4.2.1 FHEYIENH T EBERLEE

VR BT AL S VA A S N 5 R B ST LG I — P kA%
HIE A - BgsEss - BB R R A TR S — e — KRB - TEBRyass I E e
HELES LT RS A -

BN T RS

632 S44 B Conficker
H Bamital
B Virut

W Zeus
1,620 B ZeroAccess
M Sality

W Pushdo

1 Bedep

Tinba

PGS 278 e
(AFEFRAREET)
1 - Conficker 1,857 -6%
2 - Bamital 1,620 0%
3 - Virut 632 1%
4 - Zeus 544 -6%
5 - ZeroAccess 286 -30%
6 ™ Sality 170 8%
7 NZ Pushdo 128 -29%
8 N Bedep 102 162%
9 NZ Tinba 69 3%
10 N Bankpatch 50 25%

12 - FEEGAN EEERESHER BN EE

° Y TR FE A TR B AT A I A R R o BB AR T R R R R Y
16



AR EEEFEEEEBIES

3000
2200 \‘\‘\
’_.
1500 /
1000
500
0 L L
Q4 2014 Q1 2015 Q2 2015 Q3 2015 Q4 2015
=== _Conficker 2419 2185 2083 1979 1857
== Bamital 0 0 0 1623 1620
Virut 559 588 1101 623 632
Zeus 1472 1020 765 579 544
ZeroAccess 838 569 523 406 286

13 -Fi K E BB 4E4&H e

(TR TRpE4ES?

o JEEENEME Hh—RHEEE AN AHAL - JREEERN
W R TR R TR e B

KW RN
B BRI

EE)N

R FH =L

ek o b FE SRRy S BRI & - SRIREVIES » TR -
ATTEE & ?
. ﬁH&%% SRBUEH - AEAYEIREE) L -
o HUENE R R E 58 ERK -
o BEHIES R EEHAERIEE) BTN E R SR T 0 A (e
lgﬁﬁ&?%iﬁt%%(DDos)

BRI

e ArborNetwork — Atlas SRF — conficker

e ShadowServer — botnet_drone

e ShadowServer —sinkhole_http_drone

e ShadowServer — Microsoft_sinkhole

" 5B R EETUER Virut BRI R

17



LR S

fisk 1 —EAPRIE

PUN 2 &R AR :

AR B R

HEE BN

P AES

=Sl

P AES

=Sl
HEEATT

BE EJCTY?

I

rii
2 2
b oo o
2

C]]IH tmtt Ol GHIH

’7‘5}:' él%lé%?%ﬁ%ﬂqjlt\(C&C)
FE Bz 0 (C&C)
FE Fe s R 0 (C&C)
FE Bz 0 (C&C)
e

E e
FR e RN
EIZCe

]

A

A

sk 2 —sthER iy SR

BRI
Zone - H
ArborNetwork: Atlas SRE-Phishing

CleanMX - Phishing

Millersmiles

Phishtank

Abuse.ch: Zeus Tracker - Binary URL

Abuse.ch: SpyEye Tracker — Binary URL

CleanMX - Malware

MalcOde

MalwareDomainList

Sacour.cn

Abuse.ch: Zeus Tracker - C&Cs
Abuse.ch: SpyEye Tracker - C&Cs
Abuse.ch: Palevo Tracker - C&Cs
Shadowserver- C&Cs

Arbor Network: Atlas SRF - Conficker
Shadowserver- botnet_drone
Shadowserver- sinkhole_http_drone
Shadowserver - microsoft_sinkhole

BAFTERFH EA T 7R R 308 7 4 Y B (T B S 0k -

Pabcs it AT T H

Maxmind 2016-1-25

18

s H Y]

2013-04
2013-04

2013-04
2013-04
2013-04
2013-04
2013-04
2013-04
2013-04
2013-04
2013-04
2013-04
2013-04
2013-04
2013-09
2013-08
2013-08
2013-08
2013-08



fifsk 3 —F ERBEAES

ME BRTT7A e

Bamital

BankPatch

Bedep

BlackEnergy

Citadel

Conficker

Nil AREEZ o A RGBT o BEESTEER
(drive-by-download) o HE I
o 757 P2P 484%

e MultiBanker ¥4 L3R o Z#E A 4guk o B R EHVERT TGS
e Patcher TR EIE o AR HAGARFETS o FBHURITE AR ER
BankPatcher = = K R E
o NI EEED
o A iHEH 245
i AEES o BERAKED W
o ERES o NEHEAMRE R
I DDoS RfE e LA rootkit Fflr Rl o 28877 5= PHEMAR L
12X o (AR FE AR T E2(DDos)
o FEA TR IR A
PRAERTZE R
I FHEEE EIR o Pkt AT IR Z 2R HI T o FEHERIT B AT E R
THIRERE B FURE Y
= o FHRECEE
o FEf[EHHA
o tHERRHEN
o BB RIAE
o B
e Downadup & o BREAEIEEIHEVE o FIIH Window iz 255
e Kido (DGA) £E JEE (MS08-067 )
o i P2P 44K HE TN o ZRJTRYARE T BT 0 1F
o (F1EZE il T A H%s HERE

o FI[FH Window H#j# 1T
(auto-run) > S NE RIGHE
AR

19



Dyre

Gamarue

Glupteba

IRC Botnet

Nymaim

Palevo

Pushdo

e Andromeda

e Rimecud
e Butterfly
bot

e Pilleuz

e Mariposa
e Vaklik

e Cutwail

e Pandex

PHEAE EER o 1B AR I FR &L
TTHIARERE
-+

THEkEs/R o BERIANER

ik o i R B L

o ik Word EL£E

o ‘FE iR NE AT

o R " E&E T
(drive-by-download) &}

RERE

ARERE

AREREIL o EBHIRER

i o NIRFIEEN A8, BTG
Ak S S NE R

NEs
o BIRRAEIEL
(DGA) #E

o FIFF T p&aE=0TEL
(drive-by-download) &}

o Hll AR 25 A (IR T

20

o i3 IRC AREHETTHER

o [ERCETEREGIME

o B E AN ETFRE
s LU HERTT A

Bong BT

o SR HI IR B L

o FEHUEURV AN
o FEFARKIZIERTFHL
o A HAEERE

o S E BRI S
o BHEEERY

o RFIFEZ  FOEFAREEIZIE
O

o E A PHET AR %S L
%2(DDoS)

o FEANIIREN

o £ \IBEFIUEE

o IRFIEF > FUETFAREESNE

HYFEL

o FEHUE A\SUS B
B

o ML TR E A
BRATREH 5%

o NE(EAMET 4 BRI T
HIHYE SR =B Zeus
1l Spyeye)

o FEN TR HET RS X
#2(DDoS)

o EE AN EN



Ramnit

Sality

Slenfbot

Tinba

Torpig

5
&

o BHER o RFIEA  FEFARAETIE

o FiRIAB A AL

o /NH] FTP {e]fieas o FEHUE A\RUS B
B

I AREREZL o DL rootkit FLiTIRFFISE o 35 XK EN 4
o i P2P 44K IE TREN o M
o ‘EESNEMITFIREIEE o SRR E R
B 1% o FleAasE (Elfk aa /203
o [F1EZ el T A st B RS F R
o (ERHZEMAIERIIA EEAEEEN (Fla:
( Entry Point TR i B8 )
Obscuring) FZ{lT2KIENA: o ey HAtEERZZ
A
I i e o FEIBINEMITFIEEIE R o R TREZ0 MEFARETIE
{1 HIF7HY
o HLAM ST 4 - RITHIARY
o FEN T HECHET R B 2X
%2(DDoS)
o S AN EL
o TinyBanker &4 LR o i IRIFILEREL o FEHUS AGTREE R K
e Zusy TR ERE o FE i B AR
=

e Sinowal KREFREL

e Anserin

o UL rootkit £ i freFiie o FEHUBUEE T

(Mebroot rootkit) o BT E3 R AT EE
o HfREAEIE A EEE
(DGA) #E

o FIFF T p&aE=0TEL
(drive-by-download) &}

21



Virut

Wapomi

ZeroAccess

Zeus

i

® max++

o Sirefef

e Gameover

REEZL o BHEINEMBEEEET o SHIXAIE

{H5% o S E o PHET IR
#2(DDoS)
o ZEER
o FEHUE K
e o EIEINEMIIFIEILE o 1 TRER » MEFARLEIAE
H5% EOFEIEN
o LA THEZE o N[ HAMEERER
o WENEEEE  HHEARE
AT

o UWEEENSTEENEIE - FEHY
{8 NER} > W PR RS
SUHE
KREREZ o Ll rootkit FflTfriFi=k o Nl EAM EEREZ
o JHIHE P2P 445 HE  TIRER @ BRURLLAFIEAIHEERLEE
o FIIF " E&iE T
(drive-by-download) g}
o (RAERAREZE (FI40:
ZPLRGIEZE » keygen)

S SR o (B 5T o FEHUERTT B AGREE &R

TTHIREERE o FIIFH T E&E=C & SBRVE R

2\ (drive-by-download)l; e BIEE 5 TRl AR
LA o FH IR

o i P2P A& HET TGN o T H AN EERE U BIA:
Cryptolocker)
o ZE T PHET AR %S IL
#2(DDoS)

22



