
流動資訊保安 

由我做起 

MOBILE SECURITY STARTS FROM ME 

RICKY CHEUNG 



流動 - MOBILE 

Source http://ofca.gov.hk/en/media_focus/data_statistics/key_stat/index.html 

勁多! 

236.2% 
Mobile penetration rate in Hong Kong 

28,656 
Public Wi-Fi access point 

2,246,637 
Registered customer accounts with 

broadband Internet access 

12,680,147 
2.5G and 3G/4G mobile subscribers 



DEVICES 

Smartphone 

(iOS and Android) 

Source http://www.consumerbarometer.com/en/, Search Engine Journal 

feature phone 

14% 
Smartphone only user 

74% 
Smartphone user 



NUMBER OF MOBILE DEVICES 

(HONG KONG) 

Source http://www.consumerbarometer.com/en/ 
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18000+ TAXI 

勁! 超 



WHICH DEVICES DO 

PEOPLE USE? 

Source http://www.consumerbarometer.com/en/ 



資訊保安- INFORMATION SECURITY 
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SLEEPY?  

iOS users: 

Settings  Privacy  Location Services  System Services 

 Frequent Locations 

設定 私隱 定位服務  系統服務  常用位置 

 

Android users: 

https://maps.google.com/locationhistory 



???? OR !!!!! 



GRANDMA AND 

GRANDSON 

Change passcode 

Forgot passcode 

setup a passcode (4 digit code) 



ICLOUD / GOOGLE 

FIND MY PHONE 

Ransom-ware  

Lock your phone and ask for money 

Take advantage of weak password in the 

icloud / Android  find my phone 

 



LESSONS LEARNED 

Secure your 
mobile 
device 

Use 
Passcode 

Change 
passcode 

Don’t set 
and forget 

Auto-lock 

Take good 
care of 

your 
device 

Complex 
Passcode 





MY SON 80% 
Owns a Smartphone 



MY SON 

10AM 

12PM 

2PM 

Russia 



APPLICATION 

PERMISSIONS 





SMS / IM / FACEBOOK / 

QR CODE / NFC 

Verify the authenticity of the message or 

the code / the NFC   

Especially when money is involved 

Ways to infect malware 

 

 

Win $500,000 

Enter Lucky draw at 

http://i.am.hacker.server 

 



MASQUE ATTACK - IOS 

Free iPhone 6 for you. 

Enter Lucky draw at 

http://hacker.server/installap

p 

 

http://hacker.server/installapp
http://hacker.server/installapp


LESSONS LEARNED 

Secure your 
mobile 
device 

Do not 
root or 

jailbroken  
Install 

Apps only 
from 

Trusted 
source 

Update 
your 

phone 

Install 
Anti-

malware 

Control 
application 
permission 

Verify the 
message 

authenticity 

https://www.hkcert.org/play-store-srr 



ALWAYS CONNECTED, 

HOW? 

0 10 20 30 40 50 60

Wifi

Mobile network

Fixed-line Internet

Source http://www.consumerbarometer.com/en/ 



HOTSPOT - WIFI 

 

Fake SSID? 

Trusted? 



GOV WIFI 



RISKS OF USING A 

OPEN / ROGUE WIFI 



BYOD 

Bring Your Own Device 
(BYOD) 

 

Employee bring their devices 
for work 

 

More efficient and  

 

May be cost savings 

 

BUT 

 



CORPORATE DATA 
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ENTERPRISE MOBILITY 

MANAGEMENT (EMM) 

MDM (Mobile Device Management) 

• Manage device – location tracking / remote wipe / enable data 
encryption / VPN connection 

MAM (Mobile Application Management) 

• Secure Application Delivery – Enterprise AppStore 

MSM (Mobile Service Management) 

• Manage mobile services – data usage / performance 



PREVENTION IS 

BETTER THAN CURE 

Do casual browsing when using Wii-Fi 

Secure your connection with VPN (Virtual 

Private Network) or  

Use application with End-to-end 

encryption 

Deploy EMM solutions 

• Containerized Personal and Corporate 

data 

• Secure corporate data with encryption 

Corporate Cloud  storage 

 

 

 



THANK YOU 

Update your devices only didn’t help. 

UPDATE AND 

UPGRADE YOURSELF 

殷勤籌劃的足致豐裕，行事急躁的都必缺
乏。  

箴言21:5  


