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Source http://www.consumerbarometer.com/en/, Search Engine Journal
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WHICH DEVICES DO
PEOPLE USE?

Maobile Phone

95%

Smartphone

Computer
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Internet-enabled TV

20%

MP3 player

16%

Handheld gaming device

11%

eReader

5%

Source http://www.consumerbarometer.com/en/




Z{RZ- INFORMATION SECURITY

Contacts

Calendar

Video

Photos

Email

Banking

Instant messaging
Social network
Web browsing
Online shopping
Healthcare Info
Game

Data at rest




SLEEPY?

1OS users:

Settings = Privacy = Loce
- Frequent Locations
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Android users:

https://maps.google.com/Ic
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Kuala Lumpur
4 visits recorded since 7 October, 2014

Tai Po Road - Sha Tin

3 visits recorded since 5 October, 2014

Havelock Road
3 visits recorded since 8 October, 2014

Avenida Dr. Sun Yat-Sen
2 visits recorded since 25 October, 2014

On Chiu Street

2 visits recorded since 24 October, 2014
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GRANDMA AND
GRANDSON

Forgot passcode

Change passcode

setup a passcode (4 digit code)




ICLOUD /| GOOGLE
FIND MY PHONE

Ransom-ware
Lock your phone and ask for money

Take advantage of weak password in the
icloud / Android find my phone

Hacked by Oleg Pliss. For unlock
device YOU NEED send voucher
code by 100 $/eur one of

this(Moneypack/Ukash/
PaySafeCard)to
helplock@gmx.com i sent code

2618911226

Call
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Apple

Community

i

Like Message Share

The Apple Store, also known as

2 Apple

Wednesday at 20:30

We are giving 50 Iphones on

July 25,

50 Lucky Winners Will Be Announced
On July 21.

Step 1) Like this post.

Step 2) Comment which color you
want... Continue Reading

Retail Store, is a chain of retail s| [l

and operated by Apple Inc.,
Join Us For More Information.

More Information
340K

Invite Friends to Like This Page

-

News Feed
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» Bluetooth ¢
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APPLICATION
PERMISSIONS
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Dropsync

Hide

Default
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Your personal information
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Network communication
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Hardware controls

System tools
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Do you want to install this application?

Allow this application to:

Your personal information
read contact data, write contact data

Network communication
full Internet access

Your accounts

Google mail, manage the accounts
list, use the authentication
credentials of an account

Storage

modify/delete USB storage contents

System tools
prevent phone from sleeping, write
subscribed feeds, write sync settings

Show all v

Cancel Install

]




£ Settings Privacy

Location Services ( Privacy ~ Microphone

ﬁ Contacts @ Foscam Viewer <

% Calendars 8 Google < Privacy Contacts

Reminders a Google Maps BBM O

@ Photos G YouTube M  Gmail O

Bluetooth Sharing \i::\ Mobility a Google Maps \_

Microphone Bad Piggies \(—:\ Mobility O

g Camera @ Skype @ Skype O
Health WeChat WeChat .
HomekKit Viber Viber O

9 Motion Activity @ ProCam m Yahoo Mail \_




SMS /IM /| FACEBOOK /
QR CODE / NFC

Verify the authenticity of the message or
the code /the NFC

Especially when money is involved

Ways to infect malware

[w] T [m] Win $500,000
ol Enter Lucky draw at
A http://i.am.hacker.server
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MASQUE ATTACK - 10S
R

Free iPhone 6 for you.
Enter Lucky draw at
http://hacker.server/installap
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http://hacker.server/installapp
http://hacker.server/installapp

LESSONS LEARNED

Do not

https://www.hkcert.org/play-store-srr

root or
jailbroken
Install
Verify the Apps only
message from
authenticity Trusted

source

Secure your
mobile
device

Control
application
permission

Install
Anti-
malware




ALWAYS CONNECTED,
HOW?

Fixed-line Internet '

Mobile network

Wifi
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Source http://www.consumerbarometer.com/en/



-Y5ZONE- =

HOTSPOT - WIFI _ hgo on alr - =

Fake SSID? CW Free =
Trusted? Love Your Body™ KBN Wi_Fi .
Club Digital Members e i
enjoy free WiFi in all =
stores.
| <
Download your digital
membership now!
AWi-FiService =
.. Ppowered by ~
@ Perkd @ B A ?
C_TELECOM =
"""""""""""""" CC =

> Log-in to Wi-Fi




GOV WIFI

www:gov.hk/wifi

GovWi
samrli B

e 186111

Encrypted Connection 3
@ g freegovwific

eeeeeeee gOVWlfi

> S’Ef’ssm'd govwifi

TET G tresgonwit_D

O BRRAREARNAE

Office of the Government Chief Information Officer




RISKS OF USING A
OPEN / ROGUE WIFI
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BYOD

Bring Your Own Device
(BYOD)

Employee bring their devices
for work

More efficient and
May be cost savings

BUT




CORPORATE DATA

Contacts
Calendar
Video
Photos

Email

Banking

Instant messaging
Social network
Web browsing
Online shopping
Healthcare Info
Game

Data at rest




ENTERPRISE MOBILITY
MANAGEMENT (EMM)

MDM (Mobile Device Management)

« Manage device — location tracking / remote wipe / enable data
encryption / VPN connection

MAM (Mobile Application Management)

« Secure Application Delivery — Enterprise AppStore
MSM (Mobile Service Management)

* Manage mobile services — data usage / performance




PREVENTION IS
BETTER THAN CURE

Do casual browsing when using Wii-Fi

Secure your connection with VPN (Virtual
Private Network) or

Use application with End-to-end
encryption

Deploy EMM solutions

» Containerized Personal and Corporate
data

« Secure corporate data with encryption

Corporate Cloud storage 6
Sy




THANK YOU

Update your devices only didn’t help.

UPDATE AND
UPGRADE YOURSELF
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