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Objectives

The General Data Protection Regulation (GDPR) is a regulation in EU law on data protection and privacy.

2018

May 25

GDPR

• will be protectedWho

• will be coveredWhere

• will be protectedWhat



Who will be Protected

Online Customers

Guests

Complainant

Supplier 

Representative

Employee

• It relates “to the protection of natural persons with regard 
to the processing of personal data and rules relating to the 
free movement of personal data.”

Natural 
Persons 



Where it will be covered

European Union

European Economic Area

has an establishment in the EU.  According PCPD, examples 
will be :
• Presence of sales offices, 
• Appointment of sales agent or representative

offer goods or services, 
e.g. use of a language or a currency of one or more 
member states in ordering goods and services 
(PCPD)

monitor the behaviour of 
individuals in the EU
e.g. appraisal

Extra-territorial application of the GDPR



What it will be Protected – Personal Data

Under the GDPR, the "special categories" of personal data refer to any information relating to an identified or identifiable
natural person

Identification Numbers Name Location
Data

Health Information Biometric 
data

Genetic And …..

• online identifier

• Economic Identity

• Cultural Identity

• Social Identity…. etc.



What it will be Protected – Personal Data

Company

Marketing

Online Sales

Customer 

Relationship 

Management

Visitor 

registration

CCTV

Human 

Resource 

Management 

System



1. Lawfulness, Fairness And Transparency

2. Purpose Limitation

3. Data Minimization

4. Accuracy

5. Storage Limitation

6. Integrity and Confidentiality

7. Accountability

7 Data Protection Principles



Mandatory Breach Notification

must report a personal data breach no later than

to the supervisory authority after becoming aware of the breach, unless the 

breach has a low risk to the individual’s rights.

Data controller



Potential Risks



• €20M ，or

• 4% of global total turnover last financial year

• Whichever is higher

Loss

yeelight 灯泡《洛杉矶时报》、《芝加哥论坛报》
、网游《仙境传说》



Potential Risks – Lack of Clear Guidelines

Examples

Marketing

Online

Sales

Customer 

Relationship 

Management

Visitors

registration

CCTV

Human 

Resources 

Management 

System

Did not delete 
outdate video clips

Lack of formal 
procedures in setting 
up employee inquiry 
and modification of 
personal data

Expired opt-in lists

Lack of relevant legal 
documents to protect 
Company’s personal data 

Over-collection of 
personal data

Over-collection of 
personal data



Potential Risks – Inappropriate Access of Personal Data



Potential Risks - Hacking



Potential Risks – Competitors

European capital Law GDPR was 

officially launched. There are non-

official groups have lodge 

complaints to Google, Facebook, 

WhatsApp and Instagram. In other 

words, anyone, including 

competitors can file a complaint. 



Recommendation



System Check-up & Data Protection Tools

GDPR/PDPO 
Compliance 

Systems

Data 
Potection

Compliance
External 
Attack 

Potection



Data Protection

• personal data is collectedWhose

• personal data is collectedWhat

• personal data is collectedWhen

• the personal data is storedWhere
• the personal data is collected, proceeded 

and protectedHow

1. Lawfulness, Fairness And 
Transparency

2. Purpose Limitation

3. Data Minimization

4. Accuracy

5. Storage Limitation

6. Integrity and Confidentiality

7. Accountability

7 Data Protection Principle

Comply with GDPR?



External Attack Protection
Defense Infrastructure on 
External Attack

Control on Vulnerability
(e.g. Missing Patches, Weak or default passwords)

Prevent leakage through fake
email 
(e.g. Phishing email)

Protect Web Site
(e.g. e-shop is attacked by SQL injection)

Enforce Awareness



Policy Compliance (GDPR) Procedure

Personal data collection statement for customers

Personal data collection statement for employees

Consent form for obtaining data subject’s consent 
to the processing of their personal data

Data breach notification form to a competent 
supervisory authority 

Data breach notification form to an affected data 
subject 



HKPC Personal & Privacy Data Compliance & 
Protection Services

1. Personal 
Data 
Protection 
Assessment

Discover : Personal Data Inventory

Assess : Privacy Impact Assessment



HKPC Personal & Privacy Data Compliance & 
Protection Services

2. External 
Attack 
Protection 
& 
Awareness 
Training

Defense : Review Infrastructure Protection

Protect: Web Site Security Scanning

Control: Network Vulnerability Scanning

Prevent: Phishing Mail Test

Enforce : Staff Awareness Training 



Thank you!

Terrence Cheung

Consultant / IT Division

Hong Kong Productivity Council

Tel.: 2788-5969

Email: terrencecheung@hkpc.org


