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CSA Research 
Working
Groups

Visit: https://cloudsecurityalliance.org/research
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What Is CCM?
• First ever baseline control framework specifically 

designed for cloud supply chain risk management

• Delineates control ownership (provider, customer)

• An anchor for security & compliance posture 
measurement

• Provides a framework of 16 control domains

• Controls map to global regulations & security 
standards

• Industry driven effort: 120+ peer review 
participants

• Participants: AICPA, Microsoft, McKesson, ISACA, 
oracle

• Backbone of open certification framework & STAR
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CCM V3.0.1 – 16 Control Domains 
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About Security Guidance V4
• Fundamental cloud security research that started CSA

• Foundation for certificate of cloud security knowledge (CCSK)

• 4th version, released July 2017

• Architecture

• Governing in the cloud

• Governance and enterprise risk management

• Legal

• Compliance & audit management

• Information governance

• Operating in the cloud

• Management plane & business continuity

• Infrastructure security

• Virtualization & containers

• Incident response

• Application security

• Data security & encryption

• Identity management

• Security as a service

• Related technologies

CSA Security Guidance v4.0
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The Notorious Nine

2013

+Link here

Top Threats Research Artifacts in CSA

The Treacherous 12 

2017

+Link here

Deep Dive

2018

+Link here

The Egregious 11

2019

+Link here

https://cloudsecurityalliance.org/artifacts/the-notorious-nine-cloud-computing-top-threats-in-2013/
https://cloudsecurityalliance.org/artifacts/top-threats-cloud-computing-plus-industry-insights/
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-deep-dive/
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-egregious-eleven/
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CSA’s Treacherous 12 
– Top Threats to Cloud Computing

1. Data breaches

2. Insufficient identity, credential and access 

management

3. Insecure interfaces and apis

4. System vulnerabilities

5. Account hijacking

6. Malicious insiders

7. Advanced persistent threats

8. Data loss

9. Insufficient due diligence

10.Abuse and nefarious use of cloud services

11.Denial of service

12.Shared technology vulnerabilities

Current consensus among security experts in CSA community about the 

most significant security issues in the cloud
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1. Data Breaches

2. Insufficient Identity, Credential and Access 

Management

3. Insecure Interfaces and APIs

4. System Vulnerabilities

5. Account Hijacking

6. Malicious Insiders

7. Advanced Persistent Threats

8. Data Loss   

9. Insufficient Due Diligence

10. Abuse and Nefarious Use of Cloud Services

11. Denial of Service

12. Shared Technology Vulnerabilities

1. Data Breaches

2. Misconfiguration and Inadequate Change Control

3. Lack of Cloud Security Architecture and Strategy

4. Insufficient Identity, Credential and Access 

Management

5. Account Hijacking

6. Insider Threat

7. Insecure Interfaces and APIs

8. Weak Control Plane

9. Metastructure and Applistructure Failures

10. Limited Cloud Usage Visibility

11. Abuse and Nefarious Use of Cloud Services
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The Overarching Trends

The Notorious Nine

2013

The Treacherous 12 

2017

The Egregious 11

2019

Nuanced issues pertaining to cloud 

environments

Lack of Cloud Architecture and Strategy 

Weak Control Plane

Metastructure and Applistructure Failures

Traditional cloud security issues stemming from 

concerns about having 3rd service provider

Data Loss

Denial of Service

Insufficient Due Diligence
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Why the Deep Dive?

• Top Threats – Survey of business leaders

• Marketing term

• Threat has a very specific meaning in the 
security space

• Threat * Vulnerability = Risk

• CSA Volunteer Driven - Working Group 
needed to prove they know the difference

• Full TT coverage with nine case studies

• Attack chain

• Technical and business impacts

• Mitigating controls 
• Preventative, Detective, Corrective 
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TT Coverage by Case Study 1. Data Breaches

2. Insufficient Identity, Credential And 
Access Management

3. Insecure Interfaces & APIs

4. System Vulnerabilities

5. Account Hijacking

6. Malicious Insiders

7. Adv Persistent Threats

8. Data Loss

9. Insufficient Due Diligence

10. Abuse & Nefarious Use Of Cloud 
Services

11. Denial Of Service

12. Shared Tech Vulnerabilities
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Top Recommended CCM Controls

1. AIS – Application & Interface Security 
(2)

2. AAC – Audit Assurance & Compliance 
(3)

3. BCR – Business Continuity Mgmt & 
Resilience (4)

4. CCC – Change Control & Config Mgmt
(2)

5. DSI – Data Security & Info Lifecycle (1)
6. DCS – Data Center Security (0)
7. EKM – Encryption & Key Management 

(2)
8. GRM – Governance & Risk Mngmt (3)
9. HRS – Human Resources (6)
10. IAM – Identity And Access 

Management (5)
11. IVS – Infrastructure & Virtualization 

Security (3)
12. IPY – (0)
13. MOS – Mobile Security (0)
14. SEF – Sec Incident, eDiscovery & 

Forensics (6)
15. STA – Supply Chain (0)
16. TVM – Threat & Vulnerability Mngmt

(7)
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Top Control Red Flags

• TVM – Threat & Vulnerability Mngmt
• AV Installed & Patch Management

• HRS – Human Resources
• Training & Awareness

• SEF – Sec Incident, eDiscovery & Forensics
• Legal Preparation & Metrics

• IAM – Identity And Access Management
• Credentials & Segregation

• GRM – Governance & Risk Mngmt
• Leadership Oversight & Involvement

• BCR – Business Continuity Mgmt & 
Resilience

• Planning & Testing
• AAC – Audit Assurance & Compliance

• Independent Audits
• IVS – Infrastructure & Virtualization Security

• Network Security
• AIS – Application & Interface Security

• Data Log Integrity
• CCC – Change Control & Config Mgmt

• Quality Testing
• EKM – Encryption & Key Management

• Sensitive Data Protection
• DSI – Data Security & Info Lifecycle

• Data Inventory/Classification
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Attack

At A Glance

Impacts

Deep Dive Layout

Controls

Takeaways
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CSA STAR: Security, Trust & Assurance Registry

Launched in 2011, the CSA STAR is the first step 
improving transparency and assurance in the cloud.

24

• Searchable registry to allow cloud customers to review 

the security practices of providers, accelerating their due 

diligence and leading to higher quality procurement 

experiences

• STAR is a publicly accessible registry that documents the 

security controls provided by cloud computing offerings

• Helps users to assess the security of cloud providers

• It is based on a multi-layered structure defined by Open 

Certification Framework working group
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The CSA open certification framework is an industry initiative to allow 
global, accredited, trusted certification of cloud providers.
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Certification of Cloud Security Knowledge (CCSK)

Since CSA first released the CCSK in 2010, thousands of IT and security professionals have
taken the opportunity to upgrade their skillsets and enhance their careers by obtaining the
CCSK.

The CCSK helps you

• Validate your competence gained through experience in cloud security

• Demonstrate your technical knowledge, skills, & abilities to effectively develop a holistic
cloud security program relative to globally accepted standards

• Differentiate yourself from other candidates for desirable employment in the fast-growing
cloud security market

• Gain access to valuable career resources, such as tools, networking & ideas exchange with
peers
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THANK YOU

If you want to be CSA personal or corporate member

Please contact us as below

Email: chairman@csahkm.org

Twitter: @Cloudsa

Site: www.cloudsecurityalliance.org

Learn: www.cloudsecurityalliance.org/research/cloudbytes

Download: www.cloudsecurityalliance.org/download

GDPR Resource center: https://gdpr.cloudsecurityalliance.org

http://www.cloudsecurityalliance.org/research
http://www.cloudsecurityalliance.org/research/cloudbytes
http://www.cloudsecurityalliance.org/download
https://gdpr.cloudsecurityalliance.org/

