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Why Cisco for Security?

Over the last three years we've invested more than US$3.8 billion in security. We are transforming to create the

industry’s broadest security solution portfolio via continued security technology innovation...
Committed to becoming the #1 security trusted advisor and partner to customers and partners
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The Cybercrime Economy

Social Security Credit
$1 Card Data
$0.25-$60
Medical
Record
>$50

Bank Account Info

>$1000
depending on account
type and balance

DDOS
as a Service
~$7/hour

I
Cisco

Mobile Malware
$150

Global
Cybercrime

Market:
$450B-$1T

Exploits
$1000-$300K

©

Spam
$50/500K emails
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Malware $1F?cebook AccounF X
Development or an ac.;count wit
$2500 15 friends

(commercial malware)
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Threat Centric model to cover the Entire Attack Continuum

DURING AFTER

BEFORE

Discover Detect Scope
Enforce Block Contain
Harden Defend Remediate

NGIPS Cognitive Threat Analytics (CTA)

- Email & Web Security = Network Behavior Analysis

Secure Access + |dentity Services Advanced Malware Protection (AMP) & Threat Grid (Sandbox)

Visibility, Context, Segmentation & Threat Intelligence




Time to Detection TTLC

When you missed detection,
- Time between the first observation of an unknown file and detection of a threat
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- DNS Layer Domain level protection
- Predictive Security




Ransomware

* CryptoLocker
« TeslaCrypt 3.0
 Cryptowall 4.0
« CTB-Locker

« KeRanger
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 Locky, Zepto
« SamSam

 Cerber

* Petya, Santana
« Jigsaw

«  CryptXXX 3.0

« Bart :

« CryptoHitman ...
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Payout ratio 75%
Installs . 0
Lockscreens . 0
Paids . o
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Low CPU usage .

Show the lockscreen before encrypting .

Show a message box .
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Typical Ransomware Infection

Encryption
of Files

e [ 5
Infection
Vector
(Email
attachment,

Clicks a link,
Malvertising)
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How Cisco Protects Customers

EEa|E &

OpenDNS blocks OpenDNS blocks AMP for Endpoint OpenDNS blocks the
the request the request blocks the file request to Encryption
NGFW blocks NGFW blocks Key Infrastructure
the connection the connection AMP for Endpoint
Web Security w/AMP Stealthwatch detects quarantine the
blocks the file the activity ransomware

@ OpenDNS @ Stealthwatch

C97-736203-00 © 2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 20



DNS: a Security perspective

A blind spot for attackers to gain command and control, exfiltrate data, and redirect traffic
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91.3% 68%
of malware uses DNS of organizations
don’t monitor it

Source: Cisco Annual Security Report, 2016
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FIREPOWER /7 @

WSA (+ESA) //// ®

Simple!
Alerts Reduced 2-10x

Protects ON & OFF
network

Threat prevention,

not just detection

Branch Branch



T
Umbrella deployed for entire Olymplcs 5 days before
_~opening ceremony, in 2hrs

Total of 7 networks configured in Rio and Sao Paulo

q 22M requests per day

‘“ Umbrella stopped 23,000 threats stopped each day




Reactive



Predictive

90B request/day, 65M active user, 160+ Countries



......

TS om e

2 TaN S i z{t}
S 6.gravat:-.r

; O 3 WY A \
tenan YRR s ¢ * { ] ’
A Amages le:com ' ‘_,» - C om

e :
IPEABLiCOLink oco - i N
Eheal CRETHE s 2 ff

«2

107.21.243.3],

33sYBu8MM

httpS://youtu.be/T




CRYPTOLOCKER

~ The"Ripple Effct byOp nDNS Research



Start a Free Trial - OpenDNS Umbrella

Worldwide Coverage, Fast, Simple
to deploy with 100% uptime — no
hardware to install or software to
maintain

Free to use up to 14 days

Threat protection like no other -
blocks malware, botnets and
phishing

Predictive Intelligence - automates
threat protection to detect attacks
before they are launched

Personal use: Free
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Get started in 30 seconds
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Cisco 2016 Annual Security Report
Cisco 2016 Midyear Cybersecurity Report
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http://www.cisco.com/c/en/us/products/security/annual security report.html
I http://blogs.cisco.com/author/talos




Ransomware

OpenDNS

ailvan]ne
cisco

CrRYPTOWALL

Waste Less Time Fighting Ransomware Attacks THE EVOLUTION CONTINUES

AUTHORED BY AND
WITH CONTRIBUTIONS FROM —

“"DOES OPENDNS BLOCK RANSOMWARE?"

This is one of the most com

T

=

malicious software designed to hold
users' files for ransom by encrypting
their contents and demanding the user
pay a fee to decrypt their files.

security clu penDNS and

depe v variant arrives onto your s
data for ransom v with OpenDNS a

ransomware Inf OUr OFRANIZa

PREVENT AND CONTAIN RANSOMWARE WITH OPENDNS UMBRELLA
AND CISCO AMP FOR ENDPOINTS

Encryption Key
Web Inhr:stmclure
redirect
EXPLOIT
KIT
DOMAINS : File
w drop

Malicious
Infrastructure

PHISHING
SPAM

RANSOMWARE
PAYLOAD

Ch ked by
Open D\S Umbrella ¢o AMP for Endpoin
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DDoS attack to Dyn 2016.10

'+ BBC, CNN, CNBC, Twitter, Netflix,
Paypal, Amazon, NY Times, PlayStation,
xBox, Wall Street Journal, ...

——

1.2T DDos
By loT Botnet Mirai
Lose: ~$110 Million
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DDoS Attacks Overview

Good Traffic =———— Services
Attack TraffiC——

g\ Target
a/ ISP n Applications &

vl
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Dyn DDoS attack by Mirai Botnet
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What Exactly Happened?

Authoritative DNS
Server for twitter.com
- Dyn DNS Service -

www.twitter.com E www.twitter.com ) () (o) (o>

g

> I — ]

IR =I—=]

ISP / Recursive = = = =

199.59.149.198 DNS Service 199.59.149.198 ) () () (e

a

A 4

— 199.59.149.198 —

000

A Twitter Data Center
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What Exactly Happened?

www.twitter.com H
m ISP / Recur_sive
NO RESOLUTION DNS Service

— 199.59.149.198 —

000

Aane Twitter Data Center

Cisco

www.twitter.com

L

TIMEOUT

DDoS
ATTACK

Imm

OUT OF
SERVICE

1]

Mirari Botnet
(100K Bots)
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= COMPUTERWORLD

®6 90

page report, which
puts 10 leading
business
intelligence
products under the
microscope.

BUSINESS INSIDER uk TECH

jou're having issues:

Some people online seem to think this walkthrough and Apple's support
The computer with the DNS problem is located one block page to use OpenDNS can he]p mitigate the prob]ems_
from me. It connects to the Internet using the same ISP

that | do. Both machines are running Windows 7. So, why

the different outcomes?

Timeline of the attacks:

DNS.

Here's how the day unfolded, according to Dyn, the company being
attacked.

use OpenDNS, the problematic location was using DN
servers from our ISP. So, | modify the router and tell it to
always use 208.67.222.222 and 208.67.220.220 as its D&

gLs. I've memorized these IP addresses by ng

There's an E
scanner fi 7:10 a.m. ET:

At first, this changes nothing. Not only does the website "Starting at 11:10 UTC on October 21th-Friday 2016 we began

failed to load, but the OpenDNS tester page at epsoN’ [ monitoring and mitigating a DDoS attack against our Dyn Managed

www.opendns.com/welcome shows that the system is DNS infrastructure. Some customers may experience increased DNS

not using OpenDNS. But, a reboot fixes everything. The d p .

system picks up the OpenDNS servers and the website query latency and delayed zone propagation during this time. Updates
will be posted as information becomes available."

now loads fine.

The Defensive Computing lesson in this? Let experts handle what they do best.
DNS is not necessarily a core competence for an ISP.

Reviews

208.67.220.220 or 208.67.222.222 = OpenDNS

8.8.8.8 or 8.8.4.4 = GoogleDNS
84.200.69.80 or 84.200.70.40 = DNSWatch

64.6.64.6 or 64.6.65.6 = VeriSign Public DNS

Note that you may need to try more than one to get your sites

working. OpenDNS helped us around this recent Twitter and
Netflix outage, but GoogleDNS didn't.



Why Cisco Umbrella Customers Were Unaffected

www.twitter.com www.twitter.com
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Best Practice

- Multi-layer defense to cover Attack Continuum (Before-During-After)
- DNS, Email/Web gateway, NGFW/NGIPS/AMP, Endpoint AV/AMP protection

- Back up frequently (and keep away) !!!

- Patch your operating systems and other software (eg. Flash) ASAP!
- Keep your Anti-Virus/Anti-malware updated

- Educate users on emails with links and attachments

- Be careful of email attachment

- Disable macros in office documents and Script in browser

- Don't stay logged in as administrator

- End of Support hardware and software?
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Patching: A Window of Opportunity

Users not moving quickly to the latest Flash versions or updating the patches creates
an opportunity for Angler and other exploits to target the vulnerability.

CVE-2015-0313 CVE-2015-0359
Version
15!0/0)/24 6 tertessersre] 2
16.00235 =@fe wp- = - e @D @ ..o-m..r._....-...
16.0.0.257 e A e T R ST . ..
16.0.0.287 b T e il e .
16.0.0.296 B T ™ e <k ke
16.0.0.305 M‘ @ O oo st o@lsssssceesg o
17.0.0.134 ofeeee @-e ..J..W—...«......
17.0.0.169 wioe essoscecss@if .“.....Pm......
17.0.0.188 e sis s
1FEB 1 MAR 1APR 1 MAY 1JUN
CVE-2015-0310 CVE-2015-0336 CVE-2015-0390

=== Update Published

=== Angler Exploit
Vulnerability

® User Activity
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TALOS INTEL BREAKDOWN

THREAT INTEL INTEL SHARING

1.5 MILLION 600 BILLION
Daily Malware Daily Email
Samples Messages Crete

Aspis

_ 16 BILLION
Internet-Wide Daily Web Requests
Scanning

Telemetry

AEGIS
| Honeypots ISACs |

Open Source
Communities

Vulnerability Discovery

(Internal) 3 Party Programs

(MAPP)

o foet]ne

220

250+
Full Time Threat
Intel Researchers

Xkt

MILLIONS
Of Telemetry
Agents

Global Data
Centers

A
“
Over 100

Threat Intelligence
Partners

) e
1100
Threat Traps
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