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Part I 

– Overview

– Trends

Part II 
– Attack Vectors
– Case Study 

Part III
– Detection and Protection
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Type of document malware
• Adobe PDF, Microsoft Office document: 

word, excel, powerpoint etc.
• First seen Microsoft Office document 

malware since 1995, called “WM.Concept”.
• First seen Adobe PDF malware since 

2001, called “Peachy ”.
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Recent Document Malware
• Exploit:Win32/Pidief.AX which found by 

Microsoft in March-2010
http://blogs.technet.com/mmpc/archive/2010/03/08/cve-2010-0188-
patched-adobe-reader-vulnerability-is-actively-exploited-in-the-
wild.aspx

– Exploit Adobe Reader version 8.x and 9.x 
vulnerability (CVE-2010-0188) released in Feb-2010.

– A memory corruption error in the "authplay.dll" 
module when processing malformed Flash data within 
a PDF document.
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Why use document to spread malware 
• Document features became rich
• Low awareness of document file 
• Commonly allowed by Internet Gateway 
• 0-day vulnerabilities increasing
• Rate of patch installation for applications 

was lower (source from Qualys)

• Application vulnerabilities exceed OS 
vulnerabilities (source from Qualys)
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• Targeted attack increasing
• Email: preferred method for targeting 

attacks 
• 1 in 286 email with malware 

(source from MessageLabs 2009 Report)
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• Malicious PDF files comprised 56% of 

web-encountered exploits in Q1 of 2009, 
growing to 80% of all exploits by Q4 2009

• Web-encountered exploits in Word and 
Excel less than 1 % of all detected exploits

(Source from Scansafe 2009 Report)
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Targeted attacks by document (Source from F-secure)
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No. of CVE record of Adobe reader (Source from Scansafe 2009 Report)
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Document Application Vulnerability Found
Microsoft Office (source from Microsoft, Secunia)

• Excel MS10-017 (Mar 2010)
• Powerpoint MS10-004 (Feb 2010)
• Word MS09-068 (Nov 2009)
• Excel MS09-067 (Nov 2009)
• Word MS09-027 (Jun 2009)
• Excel MS09-021 (Jun 2009)
• Powerpoint MS09-017 (May 2009)
• Excel MS09-009 (April 2009)
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Document Application Vulnerability Found 
Adobe Reader (source from Adobe, Secunia)
• APSB10-07           (Feb-2010) SWF

• ASPA09-07, APSB10-02 (Dec-2009, Jan-2010) Javascript , U3D, FDF  etc
• APSB09-15 (Oct-2009) Javascript, U3D, Font etc

• APSB09-10           (Jul-2009) SWF

• APSA09-03 (Jul-2009) SWF

• APSB09-07           (Jun-2009) JBIG2,U3D,Fonts etc
• APSA09-02, APSB09-06 (May-2009) Javascript

• APSB09-04           (Mar-2009) Javascript, JBIG2 

• APSA09-01, APSB09-03 (Feb-2009, Mar-2009) JBIG2
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Spread Channel
• Email
• Web
• IM
Social Engineering
• Generic sender, e.g. admin, cs, support 
• Work related subject, e.g. Invoice, ticket 
• Attractive subject, e.g. Swine Flu, Coupon
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Embedded malware in Microsoft Office file
• Data is divided into directories (storages) 

and files (streams)
http://www.microsoft.com/interop/docs/OfficeBinaryF ormats.mspx

• Shellcode, VBA.Macro,Javascript / Action 
script

• Bugs in Integer Overflow/Underflow, 
Uninitialized variable, bad pointer reuse 
etc.
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Malicious Microsoft Office Document structure

(Source from www.reconstructor.org)
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Embedded malware in PDF file

(Source from Sogeti/ESEC)
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Adobe PDF Format Reference
http://www.adobe.com/devnet/pdf/pdf_reference.html
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Embedded malware in PDF file
• Javascript - commonly use heap spray  to 

exploit
• RichMedia - commonly exploit the 

embedded  Flash file
• ObjStm – are indirect objects can contain 

other indirect objects, can be used to 
obfuscate objects

• JBIG2Decode – presence of compression
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(Source from Dider Stevens)
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GhostNet (Email)

(Source from  
University of Cambridge)
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GhostNet (Malicious Attachment: .ppt)

(Source from     
F-secure) 
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Remote access trojan (Gh0st RAT,Poison Ivy)

(Source from F-secure)
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Email (Malicious Attachment: .pdf)
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Virus scanning result of .pdf attachment
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Found “Trojan.SWF.HeapSpray” malware
• Exploit Adobe Reader Vulnerability (CVE-

2009-1862) released in Jul-2009
• Install a Trojan.Hydraq
• Open a backdoor for remote control
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Awareness of opening unknown document
Do not open file from
• Untrusted source
• Unknown content
And not to open directly

Update Antivirus Signature

Use a Least-Privileged User Account
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Online scanner
• VirusTotal

http://www.virustotal.com/

• MalOffice
http://mwanalysis.org/?site=7

• Wepawet
http://wepawet.iseclab.org/ 
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VirusTotal
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MalOffice
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Wepawet
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Analysis Tool
• MalOfficeScanner

http://www.reconstructer.org/code/OfficeMalScanner.zip

� scan for malicious traces, like shellcode heuristics, 
PE-files or embedded OLE streams.

• Pdfid, Pdf-parser
http://www.didierstevens.com/files/software/pdf-parser_V0_3_7.zip

� identify unusual/unexpected objects, like JavaScript, 
RichMedia, ObjStm, JBIG2Decode, OpenAction etc.

• Lenny Zelter
http://zeltser.com/reverse-malware/analyzing-malicious-documents.html
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MalOfficeScanner

(Source from blog.sans.org)
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Pdf-parser
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Apply security patches
• Vendor’s application version checking 

feature
• Secunia - Personal Software Inspector 

(PSI)
http://secunia.com/PSISetup.exe
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Turn off unused/unnecessary  features
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Adobe PDF 
• Disable Javascript
• Disable automatic rending of PDFs in 

Internet Browser
• Disable file opening option for PDFs in 

Internet Browser
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Microsoft Office
• Disable file opening option for PDFs in 

Internet Browser
• Disable Active-X Controls
• Disable Marco
• Use Microsoft Office Isolated Conversion 

Environment (MOICE)
http://support.microsoft.com/kb/935865
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Alternative Viewer
• Not affected by vulnerable applications
• Less feature
• Freeware
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Alternate PDF reader 
• Foxit

http://www.foxitsoftware.com/pdf/reader/

• Sumatra
http://blog.kowalczyk.info/software/sumatrapdf/index.html

• PDF XChange
http://www.docu-track.com/product/downloads
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Alternate Microsoft Office document editor 
• Openoffice

http://download.openoffice.org/index.html

Alternate Flash player 
• Opensource flash

http://osflash.org/open_source_flash_projects
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Thank You
Email: hkcert@hkcert.org
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